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EXECUTIVE SUMMARY

For several decadgghone companidsaveallowedthird-partyvendorsto charge consumers on
their phone bills for goods and services unrelated to phone sesuaeas photo storage,
voicemail, and faxesThis practice began with lalmk phone bills and continued on wireless
phone bills as consumer usenobbile phones increased. Throughout this peribd,industry
hasassured the publihatits selfregulatay system is effectivat protectingconsumers from
fraudulent thirdpartybilling on their phone bills.

However, this CommitteeOs 2€A@L1 review of thireparty billing practices on landline phones
showedhatwidespreadinauthorizeathargedknown as Ocrammingibad been placeah
phone billsandhad likely cost consumehsllions of dollarsover the precedindecades.

In light of these findings, and emerging reports of cramming in the wireless context, the
Committeesubsequentlpeganreviewingthird-party billing practices on wireless phone bills.

This inquiry focused laely onthird-party vendor charges placed through a sy$teown as the
premium shormessagservice,or OPSM®which involvesuse of text messagiraparged to
consumers at a higher rate than standard text magsathese types of charges had been the

focus of mounting reports of abuses. Products charged to consumers through the PSMS system
generallyhave involvedligital goods usedn mobile phonessuch as ringtones and cellphone
wallpaper, or foservices such as subscriptions to periodic text agessontent sent to the

subscriber on subjects suchhesoscopsor celebrity gossip.

To assess the nature and scaleioglesscramming, the Committéés majority stafeviewed
narrative and documentary information provided by the four major wiredggsrs, entities
known as Obilling aggregatorsO that serve as middieeheeen vendors and carriénshe
billing process, and othapurces.

Unfortunately, the information reviewed by the Committee shows that, just as in the landline
context, crammin@n wireless phone bills has been widespread and has caused consumers
substantial harm. Specifically, this report finds:

¥ Third-party billingon wireless phone billsas been a billion dollar industry tHeds
yielded tremendousvenuedor carriers AT&T, Sprint, FMobile, and Verizon
generally retaiad 30%-40% of each vendor charge placed.

¥ Despite industry assertions that fraudulent tipiagity wireless billing was a Ode misO
problem, wireless crammirttas beenvidespread anbas likelycost consunrs
hundredof millions of dollars

¥ The wireless industry was on notigeleasias early as 2008boutsignificantwireless
crammingconcernsaindproblems with thireparty vendor marketing tacticget carriersO
anticramming policies andometimes laxeersightleft wide gaps in consumer
protection:

0 Consumer billing authorization requiremehkt®own as the Odouble 6pO that
weretoutedas safeguardsy industry were poroyand multtudes ofscammers
appeared to hawepeatedlyskirted them.

o Some carer policies allowed vendors to continue billing consumers even when
the vendors had several months of consecutively high consumer refunfl rates
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and documents obtained by the Committee indicate this practice occurred despite
vendor refund rates that at tssitopped 50% of monthly revenues.

o Carriers placed questionable reliance on billing aggregeton®nitoring conduct
of vendors that were charging consumers on carriersO billing platforms

In November 2013, the Attorney GeneoélTexasbrought an actioalleging thatMobile
Messengermpne of the majoPSMSbilling aggregatorshad engaged in a deceptive scheme with
vendors to cram consumersO bills. Within weeksd after years afirelessindustry

attestations about its effecticensumer protection acticesbAT&T, Sprint, T-Mobile, and
Verizonabruptly announced they would virtually eliminate PSMS billing on their platforms.

Today, while the major carriehgve phased out commercRbMSservicesthey continue to

allow third-party chargesn consunersO wireless bills usimethodshat do not involve PSMS.

These include methods sometimes labeled Odirect carrier billing® (DCB) through which vendors
using websites and appsnnect to carrier billing platforms. To date, products and services
chargedhrough these neRSMS billingmethodshaveprimarily involveddigital content, such

as music andpps includinggameswith in-apppurchagg capabilities

Direct carrier billingmethodsarerelatively nascent, and it is not possible at this stage togpredi
the extent to which scammers will find ways to cram charges on wireless bills under these non
PSMS systems. Asew thirdparty wireless billing methodsontinue to evolve, it is important
thatindustry and policymakers evaluate the consumer proteg#ips that have enabled
widespread deceptive and frauduleharges to be placed on consumés@line and wireless

bills, and to ensure that the unfortunate history of cramming on consumer phone bills does not
repeatyet again
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l. BACKGROUND

A. Initiation of Third -Party Billing on Telephone Bills

Third-partybilling on consumer phone bills grew out of two regulatory steps that
occurred in the 1980ghe divestiture of AT&T in 1984 and dariffing of telephone billing and
collection in 1986. Prior to thosteps, AT&T had its own billing and collection system that
encompassed both local and ledigtance charges. Following the bragkof AT&T, regional
bell operating companies, also knowrl@sal exchange carrigraere not allowed to offer their
own longdistance services, and began providing billing collection services to AT&T and other
companies that offered lofdjstance services.

Over time telephone companies opertbdsebilling platforms to an array atherthird-
party vendorshat offered prodcts and services beyond those directly related to phone sBrvice
from webhostingto online gaming, online photo storagedroadside assistanéeTelephone
numbers thus became a payment method similar to credit card nurklogvever third-party
chages levied on the phone bill platforiid not receive the same protecti@sscredit card
payments For example, with credit card payments, consumersO liability for unauthorized
chargess limited to $50, consumers\ethe right to dispute unauthorizeddarges, and
consumers he the right toseek tareverse a charge Further,unlike credit card numbers,
telephon4e numbersr landline phonearewidely accessible to anyone with a telephone
directory.

B. Third -Party Chargeson Landline Phone Bills

From ealy on, industryrepresentativegledged that voluntary industry practicesuld
protect consumers from billing scams relating to Hpiagty charges on the carrier billing
platforms and carriersgreed upon a set of nonbinding guidelingst a Senate teing in July
1998, the President of the United States Telephone Assodiasented, Glave a high degree of
confidence that these voluntary guidelines will produce an effective means to curb thj®abuse
that the industry hasa@owerful sekinterestto correct this probler@®and,that the industry was
Quorking overtim® to eliminatetfis scourge

However, over thelecade that followe@onsumes increasingly began to complain that
the thirdparty charges appearing on theireline balso known a®landline®telephone bills
were unauthorized. This came to be known as Ocramntitgt®and federal law enforcement

! Senate Committee on Commerce, Science, and TransporttadhReport on Unauthorized Third

2 SeeSende Committee on Commerce, Science, and Transport&taff, Report on Unauthorized Third
Party Charges on Telephone Bjllt 22(July 12, 2011).

3 SeeFair Credit Billing Act, 15 U.S.C. o 1668666j; Consumer Credit Protection Act 15 U.S.C. &
1643; Reglation Z, 12 C.F.R. © 1026.13.

4 SeeSenate Committee on Commerce, Science, and Transpor@tadhReport on Unauthorized Third
Party Charges on Telephone Bjlt 2(July 12, 2011).

®> SeeFederal Communications Commissiémti-Cramming Best Pract&s Guidelinegavailable at
www.fcc.gov/Bureaus/Common_Carrier/Other/cramming/cramming.html) (accessed July 7, 2011).
® Permanent Subcommittee on Investigations of the Senate Committee on GovernmentaHeiains
on OCrammingO: An Emerging Telepa@&illing Fraud 105th Cong. (July 23, 1998) (S. Hrg. 16%6).
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agencies brought dozens of enforcement actions aglirtdsparty crammerghat highlighted
problems consumers were encounteringr éxample

¥ In 2006, the Attorney General of Florida filed a lawsuit against Email Discount
Network for charging 20,000 Florida consumersO telephone billgfail @ccounts
and coupons they did not request or;lise

¥ In 2009, the Attorney General of lllirofiled a lawsuit against US Credit Find for
placing Ounauthorized charges on more than 9,000 lllinois consumersO phone billsO
for a purported online tutorial that would Ohelp consumers fix their ;¥eit]

¥ In 2010, a federal district court awarded B¥eC a $37.9 million judgment against
Inc21.com Corporation and related thpdrty vendors after learning that as few as
3% of the defendantsO customer base expressly authorized the defehdsyes on
their telephone billé.

In 2010, Chairman Rockefel opened an investigatiaa examine the extent tfird-
party billing on landline telephone bill§ hisinvestigatiornresulted in a majority staff report
issued in July 2011 th&bund:

(1) third-party billing on wireline telephone bills was a bititdollar industry with over
$10 billion dollars in charges placed on consumer bills over a five year period

(2) a substantial percentage of the charges placed on consumersO telephone bills were
likely unauthorized,

(3) telephone companies profited framamming, generating over $1 billion dollars in
revenue from placinthird-partycharges on customer bills over precedregrs

(4) cramming affected every segment of the landline telephone customer base, from
individuals tosmall businessegaon-profits, corporationsgovernment agencigand
educational institutions;

(5) many thirdparty vendors were illegitimate and created solely to exploit-trarty
billing;

(6) many telephone customers who were crammed did not receive help from their
telephone cmpanies; and

(7) telephone companies were aware that cramming was a major problem on their third
party billing system&?

Following release of thimvestigationOs findings at a Committee hearing and through a
majority staff reportin early 2012 the thramajor telephone compani&s/erizon, AT&T, and

" SeeSettlement Agreemerttjorida, Office of the Attorney General v. Email Discount Netwbt&. 2d
Cir. Ct. (No. 2006 CA 2475) (Feb. 15, 2007).

8 SeePress Releas#)adigan Reachesgkeement with US Credit Find to Prevent Phone Crammniihg
Office of the lllinois Attorney Generdllune 18, 2009).

° SeeFederal Trade Commission v. Inc21.com Cpfid5 F.Supp.2d 975, 9883 (N.D. Cal. 2010).

10 Senate Committee on Commerce, Scieacel Transportatiorgtaff Report on Unauthorized Third

Party Charges on Telephone Bijlktii-iv (July 12, 2011).
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CenturyLinkbagreed to stop placing thighrty charges for enhanced services on their
customersO wireline telephone Hitlschese and other carriers continued, however, to allow
third parties to place chges on consumerselesstelephone bills.

C. The Emergence of Cramming on Wireless Phone Bills

Over the past two decades, consumers have migrated from using landline phones to
relying on mobile phoné¥,including Internetenabled smartphones that todayresgns over
half of the mobile phone markkt.As use of wireless phones began to incre@smrts began to
mount that consumers were being Ocram@uedcharged for text message services for which
they had not enrolleahn their wireless phone billsviany of the products that were the subject
of consumer complaints were charges for subscription services such as celebrity gossip,
horoscopes, sports scores, love tips, and dietvtipgh were similato many of theservices
found to be fraudulerih the Committee®2011 wireline crammingnvestigation-*

|

In recent years, private parties, state Attorneys General, the Federal Trade Commission
(FTC), and the Federal Communications Commission (FCC) have brought a number of actions
highlighting consumer prettion vulnerabilities in the wireless billing system, particularly with
respect to charges placed through a system knowreasumshort messageervice (PSMS).

For examplebetweer2008and 2010Qthe Attorney General of Florida reached
settlements vih AT&T Mobility, Verizon, T-Mobile, and Sprint, wherein the companies agreed
to issue refunds to customers billed for ringtones, wallpapers, and other mobile content that had
been advertised on the internet as free, but resulted in consumers beingigifpradonthly
text messageubscriptions® A plethora of otheactionsfollowed®

1 SeeSenate Committee on Commerce, Science, and Transporftiokefeller Hails Verizon Decision
to Shut Down Unwanted®Party Chargeon Telephone Billg§Mar. 21, 2012); Senate Committee on
Commerce, Science, and Transportatidmother Major Phone Company Agrees to End THriedty

Billing on Consumer Phone Bil{#ar. 28, 2012)Chairman Rockefeller Introduces Telephone Bill Anti
Cramming Legislation U.S. Federal News (June 14, 2012).

12 A recently released report by the National Center for Health Statistics showed that two out of five U.S.
households, or 41%, had only wireless phones in the second half of 20tBédeimnber 2013). v
Research CenteEDC: Two of Every Five U.S. Households Have Only Wireless Plidulgs3, 2014)
(online at http://www.pewresearch.org/faank/2014/07/08/twaf-everyfive-u-s-householdsaveonly-
wirelessphones/).

13 As of January 2014, 90% of Aniean adults had a cell phone and 58% had a smartptitee.
Research CenteGell Phone and Smartphone Ownership Demograploickne at
http://www.pewinternet.org/datimend/mobile/celphoneandsmartphonewnershipdemographics/).

14 See WhatOs Yougs? It Could Be a CrarrNew York Times (Mar. 24, 2012) (reporting on a
consumer who complained of being billed for horoscope text services not authorized). In the wireline
cramming investigation, the Committee found that companies that were chargingreomsach month
for email accounts that included weeklyneil messages with Ocelebrity gossipO and OfashionSiges.O
Senate Committee on Commerce, Science, and Transpor@tadhReport on Unauthorized ThiRhrty
concerning various subscription services.

1> SeeFL AG McCollum in Settlement With Sprint Over OFree® RingBloemberg (Oct. 8, 2010)
(online athttp://www.bloomberg.com/apps/ne@pid=21070001&sid=aXwc4FpkupsU)Mobile $600k
Settlement with Florida AG Affects All Mobile Content Marketivigbile Marketer (July 22, 2010)
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Most recently, the FTC fileds first wireless crammingomplaint againsa major
carrier, alleging that TMobile placed unauthorized thighrty chargesn its cusbmer© wireless
bills, includingin some cases, for services that had refund rates of ugda4® month. The
complaintalleged that IMobile knew or should have known that these charges were not
authorized anthat T-MobileOs billing practicésallegedlyburying chargesleep into phone
bills and without clear descriptiom®made it difficult for consumers to find these unauthorized
charges on their billsAccording to the complaint, kRen consumers found these charges eir th
bills, T-Mobile failed to proide full refunds, and direeticonsumers to théhird-party content
providersfor redress’ The FCC announcetiat itis alsoinvestigating complaints against T
Mobile regardingthese same practic&s

(online at http://www.mobilemarketer.com/cms/news/lggalacy/6873.html).SeePart I.D below for
discussiorof additional state and federal actions.
® See Texas v. Eye Level Holdings, LLC, etTax. D. Ct., Travis County (No. 1:4-00178) (Mar. 11,

2011) (where the Texas Attorney General accused the defendants of engaging in deceptive trade practices

by running a text messaging scheme that cost consumers in Texas millions in unauthorized wireless
charges; and defendants agreed to pay nearly $2 million to settle the chfaedgesy Trade Commission

v. Wise Media, LLC, et alN.D. Ga. (No. 1:13cv1234) (Apf6, 2013) (where the thiplarty content

provider was charged for placing over $10 million on consumersO wireless bills for unauthorized charges
for PSMS messages containing horoscopes, love and flirting tips, and other infornfetaerhl Trade
Commision v. Jesta Digital, LLC, also d/b/a JAMSTERD.C. (No. 1:13CV-01272) (Aug. 20, 2013)

(where the thireparty content providers were charged with cramming unwanted charges on consumersO
cell phone bills for ringtones and other mobile contefg)kas vMobile Messenger U.S. Inc., et @kx.

D. Ct., Travis County (Nov. 6, 2013) (alleging that defendants, who were a billing aggregator, four
content providers, and an online advertising placement business, conspired to enroll consumers in PSMS
programs foringtones, horoscopes, celebrity gossip news, and other coupons without consumer consent);
andFederal Trade Commission v. Tatto, et &l.D. Cal (No. 2:13%v138912DSFFFM) (Dec. 5, 2013)

(in which FTC alleged that defendants placed millions of dotlarsonsumersO wireless phone bills for

text messages that consumers did not authorize; and defendants ultimately agreed to surrender over $10
million in assets to settle these chargdivate parties also have brought legal actions involving-third

party cramming chargesSee Tracie McFerren v. AT&T Mobility LLSup. Ct. of Ga. (No. 08v-

151322) (May 30, 2008) (a class action suit alleging that AT&T failed to set up controls to stop
unauthorized thirgbarty charges on consumersO wireless bBis)y v. Mobile Messenger Americas, Inc.

S.D. Fl. (No. 0:0&v-61089CMA) (July 11, 2008) (a class action suit charging Mobile Messenger, a

billing aggregator, with placing unauthorized thpdrty charges on consumersO wireless bAts)er v.
OpenMarket, In., W.D. of Wash. (No. 0&V-01732CMP) (Dec. 1, 2008) (a lawsuit against

OpenMarket, a billing aggregator, and Sprint concerning alleged unauthorized charges for PSMS
messages containing content such as ringtones, sports score reports, weather ahernsseoypes); and

Cellco Partnership d/b/a Verizon Wireless v. Jason Hope, Eye Level Holdings, LLCDet#lz. (No.
2:11-cv-00432DGC) (Mar. 7, 2011) (in which Verizon charged that the Hpiagty content provider

collected unauthorized or deceptistgarges on consumersO wireless bills through PSMS messages).

" See Federal Trade Commission wWBbile USA, Inc.W.D. Wash. (No. 2:14v-00967) (July 1, 2014)
(online at ftc.gov/enforcement/casgceedings/133231/tmobile-usainc).

8 ECC,FCC Invesigates Cramming Complaints Againstobile (July 1, 2014) (online at
http://www.fcc.gov/document/femvestigatescrammingcomplaintsagainstt-mobile).
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D. State and Federal Enforcement and Bgulatory Author ity

Agencies at the state and federal level have enforcement and regulatory authority to
protect consumers from cramminijflany states have enacted legislation and regulations
prohibiting cramming on landline servi¢& Further,California has adopted relgory
provisionsspecifically addressingireless cramming® In addition state Attorneys General
have been active in pursuing cases against carriers, billing aggregators, apdrtigimbntent
providers alleged to have crammed consumers on theirasrdills under their stakaws
prohibitingunfair and deceptive trade pracséé

At the federal level, both the FTC and the FCC have jurisdiction over cramifinag.
FTC enforces Section 5(a) of the FTC Act, which prohibits Ounfair or decepsiva achctices
in or affecting commerce#©OThe FTC has pursued enforcement actions againstpihitst
content providers, billing aggregators, and carriers based on this authority, finding that cramming
charges onto phone bills is both an unfair and daeepractice’®

In addition to these enforcement actions,RR€ has helda workshopegarding wireless
crammingand explored the possibility of federal regulatiéhs.

The FCC has pursued cramming cases under Section 201(b) of the Communications Act
of 1934, which states in pertinent part: O[a]ll charges, practices, classifications, and regulations
for andin connection with [interstate or foreign] communication service [by wire or radio], shall

19 gee, e.gMich. Comp. Laws #84.2502Cal. Pub. Util. Code = 28982 Pa. Code 64.23; Tex. Util

Code = 17.151Va. Code = 56179.3. In 2011, Vermont became the first state to enact legislation
prohibiting thirdparty billing on landline telephone bills, with three limited exceptions: O(1) billing for
goods or services marketed or sold by entiigigject to the jurisdiction of the Vermont Public Service
Board; (2) billing for directdial or diataround services initiated from the consumerQs telephone; and (3)
operatorassisted telephone calls, collect calls, or telephone services provideditatéacdmmunication

to or from correctional center inmates.O 9 Vt. Stat. @ 2466. lllinois enacted similar legislation in 2012.
SeeB815 ILCS 505/2HHH.

# The California Public Utilities Commission adopted rules that (1) established that wireless oansers
obtain explicit authorization from consumers before they can be billed forghitd charges; (2)

establish that the carriers must refund consumers for unauthorized charges and investigate any complaintg
of unauthorized charges; and (3) requireslgss carriers to report quarterly the total amount of refunds
given to California consumers for unauthorized charges and third party vendors that have been suspended
or terminated.SeePress Releas€PUC Strengthens Consumer Protections Against Cramanridg

Fraud on Telephone BillsCalifornia Public Utilities Commission (Oct. 28, 2010).

% Seee.g.cases cited at footnote 16pra

#2215 U.S.C. a 45(a). Misrepresentations or deceptive omissions of materizriatitute deceptive acts

or practicesand acts or practices are unfair if they cause substantial injury to consumers that consumers
cannot reasonably avoid themselves and that is not outweighed by countervailing benefits to consumers o
competition. Id.

% See, e.gcases cited at footnote Ifipra

% SeefFederal Trade Commission Roundtatmbile Cramming, An FTC Roundtak{iday 8, 2013)

(online at http://www.ftc.gov/newsvents/eventsalendar/2013/05/mobilerammingftc-roundtable).

The FCC also held a workshop on wireless cramntiegFederal Communications Commission
Workshop,Bill Shock and CramminfApr. 17, 2013) (online at http://www.fcc.gov/events/workshop
bill-shockandcramming).
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be just and reasonable, and any such charge, practisificition, or regulation that is unjust
or unreasonable is declared to be unlawful % TBe FCC has found Ocramming®e an
Ounjust and unreasonableO pratlice.

Current FCC regulations also contain OtinthillingO rules regarding both wlne and
wireless phone bill§’ Further, onApril 27, 2012, the FCC issued a Further Notice of Proposed
Rulemaking (FNPRM) seeking comments on additional measures to prevent wireline cramming
and on possible regulatory and Ammulatory measures to agds wireless crammirf§. The
comment period closed in July 20%2.

In joint comments made to the FQ€2012,consumer advocates including the
Consumers® Union, Consumer Federation of AmariceNational Consumer Leagtferessed
the agency to adoptlas that would, among other things: (1) prohibit third party charges on
wireless accountsxcept for charitable or political givirtd (2) for recurring charges (such as
subscriptions)require authorization every time a chaig@laced on the consumer@soant®
(3) require carriers to report wireless cramming complaints on a regulafbasisestablish a
clear dispute resolution process when consumers complain of unauthorized charges on their
wireless bills that includes consumer protections sucheasght to withhold payment for the
charge while the dispute resolution process takes plalcelustry representatives, on the other
hand, submitted comments arguing that, at the time, wireless cramming was not Oa prevalent
consumer issue,O that voluntargustry measures would ensure that it did not become a
significant consumer issue, and that the FCC lacked authority to issue wireless crammitiy rules.

%47 U.S.C. = 201(b).

% SeeOrder,FCC v. Assist 123, LLGit 3(EB-TCD-12-00005541) (July 16, 20)4online at
http://lwww.fcc.gov/document/assiR3-pay-13mresolvewirelesscramminginvestigation).

147 C.F.R. ua 64.42004.2401.

% Empowering Consumers to Prevent and Detect Billing for Unauthorized Charges (OCrammingO);
Consumer Information and Diszdure; Truthin-Billing and Billing Format 27 FCC Rcd 4436Apr. 27,
2012). The additional safeguards proposed regarding wireline cramregr® wireline carriers that
currently offer blocking of thirepbarty charges to clearly and conspicuously natdgsumers of this

option on their bills and websites, and at the point of sale; to placeandar thirdparty charges in a
distinct bill section separate from all carrier charges; to provide subtotals in each section of the bill; and to
display separatsubtotals for carrier and nearrier charges on the payment page of the bid.O

% Consumer and Governmental Affairs Bureau Announces Comment Deadline for OCrammingO Further
Notice of Proposed Rulemakirgublic Notice, DA 12833 (May 25,2012).

% The comments were also joined by the National Consumer Law Center, Consumer Action, and the
Center for Media JusticecComments of Center for Media Justice, Consumer Action, Consumer
Federation of America, Consumers Union, National Consumer Law CefiarBehalf of its Low

Income Clients, and National Consumer Leadtederal Communications Commission, CG Docket No.
11-116, CG Docket No. 0958, & CG Docket No. 9870 (June 25, 2012).

¥d. at 18.

%1d. at 20.

*1d. at 2021.

*1d. at 2222. 1

3% Ccomment®f CTIAThe Wireless Associatipfederal Communications Commission, CG Docket No.
11-116, CG Docket No. 0958, & CG Docket No. 9870 (June 25, 2012).
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On August 27, 2013, the FCC released a Public Notice seeking to refresh the record on
cramming Oin ligt of developments and additional evideriteglated to both wireline and
wireless crammingThe FCCrulemaking remains pending.

[l. COMMITTEE INVESTIGATION

In June 2012Chairman Rockefeller followed up on his wireline crammimgestigation
to openan imuiry into the scope of unauthorized thpdrty charges the wireless context and
what steps carriers hamhdertakero protect consumers frootamming He launched this
investigation with letters to the four major U.S. wireless phone compai@psnt, FMobile,
Verizon Wireless, and AT&T ! requesting information regarding the companiesO relationships
with third-party vendors and billing aggregatarsd their practices to prevent cramming on
consumer wireless bills.

As evidence of wireless araning continued to mount, Chairman Rockefeller followed
up with additional letters to treame fourcarriers in March 2013 requesting billing data the
companiedadprovided to the California Public Utilities Commissi@@PUC)under
CaliforniaOs law requiring disclosures relating to wireless biffifgso in March 2013the
Chairmarrequested information from five major billing aggrega®Ericsson, mBlox, Motte
Messenger, Motricity, and OpenMark@telating to their practices in facilitating thihrty
wireless billing and steps they were taking to prevent abiises.

In June 2013, Chairman Rockefeller wrote the four major carriers to reglcesonal
information on questions that had emerged regardavgcarriers were monitoringonsumer
authorizatios of third-partybilling andfollowing up on consumer concerffs.

In November 2013he Attorney Generalf Texas filed a complaint against Mobile
Messenger, e of the major wireless billing aggregators, alleging tfh@ttompanyad engaged
in a deceptive scheme with thipdrty vendors to cram consumétsTheseallegations raised

% Consumer and Governmental Affairs Bureau Seeks to Refresh the Record Regarding OCrad@ning,O
Docket No. 11116, CG Docket No 0958, & CC Docket No. 9870, Public Notice, DA 1-3807 (rel.

Aug. 27, 2013).Issueson which FCC sought commeintcluded the extent of cramming for consumers of
wireline and wireless services, the need for arimpéquirenent and the mechanics of an-apfprocess

for wireline and wireless services, the details and efficacy of any other industry efforts to combat wireline
and wireless cramming, whether different measures to combat cramming are appropriate for small and
rurd wireless carriers and other wireless carriers, and whether additional measures to combat wireline and
wireless cramming are appropriatel. at 23.

37 Senate Committee on Commerce, Science, and Transporftiokefeller Asks Wireless Carriers for
Information on ThirdParty ChargegJune 12, 2012).

% Senate Committee on Commerce, Science, and Transporfatiokefeller Vows to Avert Wireless
Cramming Scams on Consumév&ar. 1, 2013).

39 Senate Committee on Commerce, Science, and Transporfatiokefer Questions Billing

Aggregators on Wireless Crammifigar. 22, 2013).

‘0 Senate Committee on Commerce, Science, and Transpor@ioators Introduce Legislation to Stop
Cramming on Telephone Bil{§une 12, 2013).

41 plaintiffOs Original Petitiofexasv. Mobile Messenger U.S. Inc., et @gx. D. Ct., Travis County

(Nov. 6, 2013).
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guestions regarding representations Mobile Messenger had made to the Coabuiitebe
companyOs commitment to consumer protection and the assurances major carriers had given the
Committee that aggregasaworked with carriers to promote consumer protections in the-third

party wireless billing processn late NovemberChairman Rckefeller wrote to Mobile

Messenger seekiragdditionalinformation concerning@ subset of vendors whose conduct had

raised concernand pressing foproduction ofpreviously requesteidformation®?

When Mobile Messenger refused to provide key informatemuested in the ChairmanOs
March 2013 and November 2013 letters, the Committee on March 14, 2014, issued a subpoena t
the company, and Mobile Messenge&s responsive to tteibpoena.

Over the course of theommitteeCOsvestigation Committee majoty staff reviewed
thousand of pages of narrative and documentary matepetsluced by wireless carriers and
billing aggregatorsandconducted interviews of carrier and aggregatpresentativeas well as
other experts An association for the wirelegsdustry,CTIA-The Wireless AssociatiofCTIA),
also provided the Committee documentary and narrative informalbiout the thireparty
wireless billing system

1. OVERVIEW OF PREMIUM SHORT MESSAGE SERVICE (PSMS)WIRELESS BILLING

From the early days ofitid-party wireless billing, major carriers allowed thipdrty
vendors tacharge for their gosiand services on customersO wireless accounts. One system that
became prevalem known as thgremiumshort messageervice (PSMSyhereby consumers
would bechargedat a higher ratéor onetime content or subscriptiomsceived via text message
as compared to tretandard messaging rdfePSMS chargesalong with other thirgarty
chargesare billed to the consumersO wireless account and appear orllthgistatement.
Over the past few years, use of PSMS has been waning and major carriers ultimately stopped
mostcommerciaPSMS billing early in 2014? At the same time, use of othmethodghat do
not involve PSMS for placing thirdarty charges on esumersO wireless bills has been
increasing.

This section of the report provides an overviewhefbilling processassociated with
PSMSand the selfegulation regime that the wireless industry developed to oversee marketing

42 _etter from Chairman Rockefeller to Michael L. laccarino, Chief Executive Officer, Mobile Messenger
(Nov. 26, 2013).

3 Verizon WirelessPremium Messaging FAQaccessed Jy27, 2014) (available at
http://lwww.verizonwireless.com/support/fags/Premium_TXT_and_MMS/fag_premium_txt_and_mms.ht
ml).

4 See, e.glLetter from Chief Executive Officer, mBlox, to Senator John D. Rockefeller IV (Apr. 23,
2013);VT. AG: 3 Firms End Extr&ellphone Bill ChargesAssociated Pregdlov. 21, 2013).See also
AT&T Mobility, Sprint and IMobile Will No Longer. . . . Communications Daily (Nov. 25, 2013)

(quoting Verizon General Counsel as saying that Verizon had Opreviously decided topeginibien
messaging businessO). PSMS use continues for charitable giving and political contributions. Briefing by
CTIA BThe Wireless Association to Senate Commerce Committee Majority Staff (June 3, 2014);
Briefing by Sprint Nextel to Senate Commerce Cdttea Majority Staff (July 16, 2014).
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and billingunder the PSMS syem Section V of the report addressdternativethird-party
billing methodghat have beeamergingamid the recent decreaseR&MShilling.

A. The PSMSThird -Party WirelessBilling Process

Third-party PSMS billing generallyrasinvolved three typesf@ompanies: vendors
(often known as content providers), wireless carriers, and middlemen known as Obilling
aggregatorsO whnaveprovided technology to link content providersdwireless carries:
Under thissystemyendorscontract with billing aggregfors to facilitate placement of charges
for goods anderviceoften referred to as OprograrBgid consumersfireless accounts
Billing aggregators in turn contract directly with the wireless carriers, which control access to the
consumersO wireldsi#is. Each party in this procebasretained a portion of thehargegaid
by consumer$®

FIGURE I: PARTIES IN THE PSMS BILLING PROCESS

Content Providers Aggregators Wireless Carriers
Wise Media LLC motricity
Eye Level Holdings “ Lt %
ye Leve olamegs i ve"m at&t
Jesta Digital ~
l'nBlOH Sprint I - Mobile-
Tatto -

ERICSSON 2

In order for a content provider to send commercial premium text mestagesovider
first hasto obtainauthoization to use five or sixdigit code known as a Ocommon shortcodeO
(CSC)# CTIA-The Wireless Associatidmasmanaged and controlled issuance of C8Cs.
Once a content providéias beemgranted a shortcode, thalsomustapplyto individual
wireless caiers to obtairaccesgo the carrierOs billinglatformto chargeconsumers for specific
contentbor Ocampaigndiassociated witthe shorcode*®

%> See, e.gMaster Services Agreement provided by Mobile Messenger to Senate Commerce Committee
(AG-MM-COMM-001908001911).

6 Common shortcodes can also be used to allow consumers to make charitable donatioriticahd pol
contributions via text messaging. The CommitteeOs inquiry focused on commercial shortcode charges.
4" SeeCommon Short Code AdministratioAbout Short Codes Frequently Asked QuestdB3 1A
Vetting(online athttp://www.usshortcodes.com/abesrmsshortcodes/smanarketing
faqs.php#.U8I0L6ggZ3s

8 See, e.glL.etter from Executive Vice President, Federal Relations, AT&T, to Chairman John D.
Rockefeller IV, at 5 (July 11, 2012); Letter from General Counsel, Verizon Wireless, to Chairman John

11




From a consumerOs perspectivePSMS purchasprocessas prescribed by industry
guidelineshasworkedas follows. Using an authorization process known as the Odoulitept
consumersnusttake two affirmative astwhen purchasing goods or services with their mobile
phone: one tinitiate the purchase and one to confirm the purciagst least one oftiese
actionsmustbe performed using the mobieviceassociated with the wireless accotmbe
charged.

Industry guidelines alslbaverequired content providers to provide information and
disclosures to consumers before completing the PSMS cimatgdingthe identityof the
content provider,@ntact details for theontent provider, a short description of the program,
pricing, and terms under which consumers could opt otltesfubscription, among other
requirements?

In addition, content provideraustprovidea confirmation message after affirmative
consumercceptanceancludingdisclosures about thremium charge billed or deducted from
the use@® account?

Following is an example of what the prescrilaedhorization process look&e from a
consumerOs perspectiweconsumewould seean advertisemertnline, on television, or in
store, fordownloadng a song The advertisement denstie advertisementOs sponsor, a
description of the service or good being offered, its cost, the frequétioy gervicebwhich in
this casevasone son@information regarding customer support,-opt information, and
information regarding any additional carrier costs.

D. Rockedeller 1V, at 5 (July 11, 2012); Letter from Vice President, Federal Legislative Affailoile
USA, to Chairman John D. Rockefeller IV, at 1 (July 11, 2012).

4% Mobile Marketing AssociatiorGlobal Code of ConducMobile Marketing Associatior).S.
Corsumer Best Practices for Messaging, Version(@O€. 16, 2012) (online at:
?Ottp://www.mmagIobal.com/files/bestpractices.pdf).

g
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FIGURE II: STEPS IN PRESCRIBED PSMS BILLING PROCESS?
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The advertisementould tellthe consumer teend aextto the shortcode 0123450 with
themessag®musicO to buy the song list in the Blae consumewould takethis step, then
receive a message confirming ttententordereqd whichwould reiteratanuch of the
information provided in the original advertisemgntluding program sponsor, price, frequency
of product, how to ask for help with the product purchase, and any additional carrierAdtests.
confirmingthis content was accurate, the consuwas to authorizéhe purchase by sending an
affirmative message, in this case Q@es the 0123450 shortcobige consumemould then
receive a link to the product purchdse

B. Voluntary Industry Oversight Over Third -Party Wireless Billing Practices

With respect to thirgbarty billingvia PSMS the U.S. wireless industry developed
industrywide consumer protection standardsdustrybased member organizations created
guidelines and recommendations for mobile marketers including parties involved in the
marketing and salef products consumers charge to the wireless phone bills through the PSMS
system Furthercarriers developed their own individual policies for oversight of these charges.
The following is a description of industry policies concernihg placement ahird-party
charges on consumer wireless bills.

1. Industry -Wide Oversight

The Mobile Marketing Association (MMA) and CTHThe Wireless Association
(CTIA) spearheaded a number of industry initiatithet werewidely adopted throughout the

*2 Graphic was provided to the Committee by the company Boku.
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industry for PS\& billing.>®> MMA drafted the Global Code of Conduct and the U.S. Consumer
Best Practices for Messaging to provattvertisers, aggregators, application providers, carriers,
content providers, and publishers with guidelines for implementing shortcodems3grahe
guidelines provide detailed requirements for advertising and notice to consumers, along with the
appropriate methods for authenticating consumer PSMS purchases.

CTIA Pin its Mobile Commerce Compliance Handbddgrovides Oa unified standard
compliance for mobile carrier billing.O The guidelines set forth principles for acceptable
program content, oph procedures, and cancellation. Many of these are highlighted in the
OConsumer Bill of Rights,O which provide:

¥ Programs must use a tviactor authentication for all ojns.

¥ After optin, users should receive purchase confirmation of their purchase, either on
an additional screen or via a text message.

¥ All offers must display clear, legible pricing information adjacent to thetcall
action. Pricing information must appear on all screens in the purchase flow.

¥ Billing frequency information should appear with pricing information, and
subscriptions should be labeled clearly as such.

¥ Clear optout instructions must be provided before the pasehis completed and
before renewal billing each month.

¥ All offers must include customer care contact information in the form of-&¢ell
phone number or an email address. Contact information should function and result in
actual user help.

¥ All offers must supply privacy policy access.

¥ Purchase flows should include clear descriptions of products offered, and products
marketed must match products delivered.

¥ Product descriptions on customersO wireless bills must reflect accurately the product
purch%sed. Bscriptions should include the billing shortcode and the program
name:

CTIA in conjunction with an outside auditor would vet content providers that were
seeking to lease shortcodes to market and charge products to corfSuGmmeent providers

*3 Mobile Marketing AssociatiorGlobal Code of Condu¢duly 15, 2008); Mobile Marketing
AssociationU.S. Consumer Best Practices for Messaging, VersiofOtD 16, 2012); and CTI®The
Wireless Associationylobile Commerce Compliance Handbook, Version(dube 4, 2012).

** Mobile Marketing AssociationGlobal Code of Conduett 1 (July 15, 2008); Mobile Marketing
AssociationU.S. Consumer Best Practices for Messaging, VersiofOtD 16, 2012). MMA defines
Oapplication providerO as an organization that offers network based software sdaltitesMarketing
Association MMA GlossarypApplication Provider(2014) (online at
http://mmaglobal.com/wiki/applicatieprovider). OPublisherQ is defined as a company that provides
WAP sites [a website that is specifically designed and formatted for dispynaiile device] and/or
facilitates the delivery of advertising via one or more WAP siles, asa publisher of mobile content,
such as games and personalization produdizhile Marketing AssociationMA GlossarypPublisher
(2014) (online at httpm#imaglobal.com/wiki/publisher).

> CTIA BThe Wireless Associatioionsumer Bill of Right§July 1, 2013).
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that passeé CTIA screening through tHt@ommon Short Code Administrati@ouldlease a
shortcode from CTIA consistent with terms of a user agreement requiring compliance with
industry best practices and standards, such as whether the vendor makes clear disclbsures to
consumer about how to authorize purchases, or whether the consumer is signing up-for a one
shot versus a recurring charie.

Content providers thare permitted to charge consumerstii@PSMS systerhave
beensubject toongoingCTIA monitoring forcompliance withndustrystandards surrounding
program content, as well as eptand cancellation procedur®sin 2010, CTIA began
providing carriers and billing aggregators access to an online portal that provided the results of
thesereviewsbor audis Bin reports that detailed why and how guidelines were violatedhatd
assigned a severity level to each failutnder this system, each carriexs beemesponsibldor
determiring what follow up they would conduct with the violating vendbin addition, carriers
receive email notification of new audit findifand weekly reports aggregating the audit
failures across the mobile content mafkeThese weekly reportsave beemompiled into
monthly reportgo the carrierswhich alsadentify the FISMS billing aggregators that hosted
content with the most failurés.

5 CTIA has been screening all applicants for shortcodes by requiring basic identity and program
information, such as the company name, corporatetrati, and legal historySeeCommon Short
Code AdministrationAbout Short Codes Frequently Asked Questd@F IA Vetting(online at
http://lwww.usshortcodes.com/abeamsshortcodes/smsnarketingfags.php#.U8I0L6ggZss). CTIA has
worked with Aegis Mbile and WMC Global to conduct the vetting proceSse id. Aegis Mobile,CTIA
Vetting FAQ(online athttp://www.aegismobile.com/resources/indusigcuments/ctiavetting-faq/).

* Briefing by CTIADThe Wireless Association to Senate Commerce Commit&geriy Staff (June 3,
2014); Mobile Marketing Associatiotd.S. Consumer Best Practices for Messaging, Versioat722G24
(Oct. 16, 2012); CTIAThe Wireless Associatiohobile Commerce Compliance Handbook, Version
1.0at 34 (June 4, 2012). CTIA asncluded the same provisions in its updated Handb&e&leCTIA B
The Wireless Associatiohjobile Commerce Compliance Handbook, Versiomat 2, 7 (Aug.1, 2013).

%8 See CTIAThe Wireless Association Launches Common Short Codes Media Monitoring Process
Business Wire (June 15, 2009) (online at
http://www.businesswire.com/news/home/20090615005802/en/CTIA%E2%80%%8ifbkess
AssociationLaunchesCommonShortCodes#.U8VyB6ggZss)WVMC Global,Frequently Asked
Questionqonline at http://www.wmcglobal.condf.html); CTIA,CTIA InMarket Monitoring Portal
User Guidgonline at http://www.wmcglobal.com/assets/ctia_imm_portal_user_guide.pdf); Briefing by
CTIA BThe Wireless Association to Senate Commerce Committee Majority Staff (June 3, 2014).

% Briefing by CTIA BThe Wireless Association to Senate Commerce Committee Majority Staff (June 3,
2014); CTIADThe Wireless Associatiohobile Commerce Compliance Handbook, Version 4t&7
(June 4, 2012).

g,

%1 Briefing by CTIADThe Wireless Association to Sate Commerce Committee Majority Staff (June 3,
2014).

2 See, e.gWMC Global for CTIADThe Wireless Associatioip-Market Monitoring Update January
2011, at 6 (Jan. 2011).
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2. Individual Carrier Policies

In responses to Committee inquiries, the four major carriers all reported that they comply
with CTIA and MMA guidelines for thirgbarty wireless billing®® and contractually require the
same from their billing aggregators and vendbrall carriers also highlighted several key
components of their oversight policies:

¥ Vetting of thirdparty vendors and their services beyond the CTIA vetting prdgess;

¥ Thetwo-step authentication process known as the OdopbiaO required for consumer
approval of thirdparty services charged on wireless Bil(see discussion abovepart
HLA);

¥ Monitoring of thirdparty vendor optn and optout functionality as well@thow they
market to consumers;

¥ Monitoring of third-party vendors through consumer complaint and refund thresolds;
and

¥ Offering consumers the option to block thpdrty purchases that, when implemented,
restrict the purchase of any thiparty contet billed to a customers® mobile devite.

83 |etter from Executive Vice President, Federal Relations, AT&T, to ChairmtamDoRockefeller 1V,

at 4 (July 11, 2012); Letter from General Counsel, Verizon Wireless, to Chairman John D. Rockefeller
IV, at 6 (July 11, 2012); Letter from Vice Presid&tGovernment Affairs, Sprint Nextel, to Chairman
John D. Rockefeller IV, at 2\{lly 11, 2012); Letter from Vice President, Federal Legislative Affairs, T
Mobile USA, to Chairman John D. Rockefeller IV, at 6 (July 11, 2012).

% See, e.gSample Advanced Messaging Agreement for Marketing Messaging Hubs provided by mBlox
to the Senate @omerce Committee (stating OAt a minimum, programs shall be run in a manner that is
congruous with the letter and spirit of the MMA Code of Conduct for Mobile Marketing®) (000360).

% Letter from Assistant General Counsel, Verizon Wireless, to Senate Com@emmittee Majority
Counsel, at B (July 12, 2013); Letter from Vice Presidéftovernment Affairs, Sprint Nextel, to
Chairman John D. Rockefeller IV, at 3 (Mar. 22, 2013); Letter from Executive Vice President, Federal
Relations, AT&T, to Chairman JoHd. Rockefeller 1V, at 46 (July 11, 2012); Letter from Vice

President, Federal Legislative Affairs;Mobile USA, to Chairman John D. Rockefeller IV, at 3 (July 11,
2012).

% | etter from Executive Vice President, Federal Relations, AT&T, to Chairman JoRodBefeller 1V,

at 5 (July 11, 2012); Letter from General Counsel, Verizon Wireless, to Chairman John D. Rockefeller
IV, Attachment A, at 6 (July 11, 2012); Letter from Vice Presid@@Gbvernment Affairs, Sprint Nextel,

to Chairman John D. Rockefelley,lat 7 (July 11, 2012); Letter from Vice President, Federal Legislative
Affairs, T-Mobile USA, to Chairman John D. Rockefeller IV, at 5 (July 11, 2012).

" One carrier stated that such audits are done OrandomlyO (Letter from Vice FP&siemhment

Affairs, Sprint Nextel, to Chairman John D. Rockefeller IV, at 8 (June 28, 2013)); while another stated
they are done on at least a monthly basis (Letter from Assistant General Counsel, Verizon Wireless, to
Senate Commerce Committee Majority Counsel;@tJuly 12, 2013)).

%8| etter from Vice Preside®Government Affairs, Sprint Nextel, to Chairman John D. Rockefeller 1V,
at 56 (June 28, 2013); Letter from Vice President, Federal Legislative Affalvigliile USA, to

Chairman John D. Rockefeller IV, att4(June 28, 2013); Letter from Executive Vice President, Federal
Relations, AT&T, to Chairman John D. Rockefeller IV, & 4July 2, 2013); Letter from Assistant
General Counsel, Verizon Wireless, to Senate Commerce Committee Majority Counsel, at 8, (July 1
2013).

| etter from Vice President, Federal Legislative AffairdMidbile USA, to Chairman John D.

Rockefeller IV, at 6 (July 11, 2012); Letter from Vice Presid@@bvernment Affairs, Sprint Nextel, to
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Three of the four carriers said they asveuseddirst callO resolution of consumer cramming
complaints, in which the consumer is generally refunded their money on the first complaint
call.”

V. CoMMITTEE FINDINGSON PSMSTHIRD -PARTY WIRELESS CRAMMING

Similar to telecomndustry assurances about sa@fulation of landline billing, from the
outset of the CommitteeOs review of cramming on wireless bills, the four major wireless carriers
DAT&T, T-Mobile, Verizon,and SprinPtold the Committee that their procedures and practices
effectively insulate consumers from cramming on charges incurred through the PSMS system.
In July 2012 lettesto theCommittee carriers characterized this voluntary system as a Orobust
process designed to protect customers from unscrupulous détassgbting that it provides
consumers Osimplicity and securit§{fat the outcome has been a Oconsistent, secure, and
reliable experienceO for the consufiend that carriers have Oevergeintive to avoid losing a
customer due to unauthorized thidrty charges’®In July 2013 letters to the Chairman, all
four carriers asserted that they had only strengthened thearantiming practice§.

Over this same time period, major industrgamsations echoed these assurartda.
June 2012 comments to the Federal Communications Commission; TGielVireless
Association said that Othe wireless industry is already successfully engaged in voluntary

Chairman John D. Rockefeller IV, at 4 (June 28] 3); Letter from Executive Vice President, Federal
Relations, AT&T, to Chairman John D. Rockefeller IV, at 7 (July 2, 2013); Letter from Assistant General
Counsel, Verizon Wireless, to Senate Commerce Committee Majority Counsel, at 1 (July 12, 2013).
Consumers are often made aware of these options at the time of purchase of a wireless plan, during
customer service calls regarding the appearance of unauthorized charges on a bill, and on the carriersO
websites.

0| etter from Vice Preside®Government Affirs, Sprint Nextel, to Chairman John D. Rockefeller 1V,

at 4 (June 28, 2013); Letter from Assistant General Counsel, Verizon Wireless, to Senate Commerce
Committee Majority Counsel, at 6 (July 12, 2013); Update from AT&T, to Chairman John D. Rockefeller
IV, at 2 (Mar. 11, 2013).

1 etter from Vice President, Federal Legislative AffairdMidbile USA, to Chairman John D.

Rockefeller IV, at 3 (July 11, 2012).

2| etter from Executive Vice President, Federal Relations, AT&T, to Chairman John D. Rockefeller IV
at 1 (July 11, 2012).

3 Letter from Vice Preside®Government Affairs, Sprint Nextel, to Chairman John D. Rockefeller 1V,

at 2 (July, 11 2012).

" etter from General Counsel, Verizon Wireless, to Chairman John D. Rockefeller 1V, at 1 (July 11,
2012).

S etter from Assistant General Counsel, Verizon Wireless, to Senate Commerce Committee Majority
Counsel, at 142 (July 12, 2013); Letter from Vice Presid&@tBovernment Affairs, Sprint Nextel, to
Chairman John D. Rockefeller IV, at85(June 28, 2013);dtter from Vice President, Federal Legislative
Affairs, T-Mobile USA, to Chairman John D. Rockefeller IV, a7 @June 28, 2013); and Letter from
Executive Vice President, Federal Relations, AT&T, to Chairman John D. Rockefeller KL 1atdly 2,
2013).

® See, e.g., Comments of CBAhe Wireless AssociatipRederal Communications Commission, CC
Docket No. 98170 (June 25, 2012); Commentary of Mike Altschul, General Counsel, ©The

Wireless Association, Federal Trade CommisshMabile Cramming, AirTC RoundtabléMay 8, 2013).
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initiatives to prevent cramming,O calling uthawmized thirdparty wireless billing a Ode miris®
problem?’ Similarly, the Mobile Marketing Association asserted in May 2013 that the CTIA
and MMA rules Oare very effectiv€ O

However, documents and otheformation the Committee obtainead reviewedver
the course of itsaquiry indicate thabjust as with landline crammirgindustryhas gained
substantial profits from thirgarty wireless billing while providing consumers inadequate
protections against deceptive and fraudulent chargeieir wreless bills. This section details
the findings of the Committee majority staff.

A. Carriers Have Profited Tremendoudy from Third -Party Wireless Billing

It has beerstimatedhatthird-party wireless billing activities likely constitugemultr
billion dollar industry’® The evidence reviewed by the Committee staff fsampletime frame
between 2011 and 2058Bpports that analysis.

For example, one carrier reportibcitnearly$250 million worth ofPSMSchargesvere
charged tats customersétcounts irk011alone while anotherreported over $375 milliom
total charges for the same y&arn addition,information provided by billing aggregators to the
Committee shows that the combined revenues of content providers that had relationships with
four topaggregators over 2012013 totaled over $1.2 billiofi* Thisamount®while substantial
Bdoes not reflect the entirety of ttierd-partywireless billing market, as multiple other
aggregators were operatiilgthe PSMS marketuring this time period® and othemonPSMS
third-party billing mechanismsvere emerging as wetf

Further,information provided by the California Public Utility Commission (CPUC)
shows that in 2012, over $191 millimorth ofthird-party charges were placed on consumersO

"Comments of CTIAThe Wireless AssociatipRederal Communications Commission, CC Docket No.
98-170, at 12 (June 25, 2012).

8 Commentary of Cara Frey, General Counsel, Mobile Marketing Association, Federal Trade
Commiss$on, Mobile Cramming, An FTC Roundtal{iday 8, 2013).

& Commentary of Jim Greenwell, Chief Executive Officer and President, BilltoMobile, Federal Trade
CommissionMobile Cramming, An FTC Roundtal{lday 8, 2013) (estimating the volume of such
billing to be between $2 to $3 billion).

8 etters from Carrier Representatives to Chairman John D. Rockefeller IV (July 2012).

8L Four out of five aggregators provided revenues of content providers to the Comimttiee.from

Head of Corporate Affairs and Commuations, Ericsson Inc., to Chairman John D. Rockefeller IV (Apr.
19, 2013); Letter from Chief Administrative Officer and General Counsel, Motricity, Inc., to Chairman
John D. Rockefeller IV (May 25, 2013); Letter from Attorney, Mobile Messenger, to ChailohanD.
Rockefeller IV (Apr. 21, 2014); mBlox Response to Chairman John D. Rockefeller IV (Apr. 21, 2014).
8 Response letters from carriers listed many aggregators. Letter from Executive Vice President, Federal
Relations, AT&T, to Chairman John D. Roééker IV, at 3 (July 11, 2012); Letter from General
Counsel, Verizon Wireless, to Chairman John D. Rockefeller IV, at Attachment A (July 11, 2012); Letter
from Vice PresidenbGovernment Affairs, Sprint Nextel, to Chairman John D. Rockefeller IV, atly (J
11, 2012); Letter from Vice President, Federal Legislative Affailslobile USA, to Chairman John D.
Rockefeller IV, at 1 (July 11, 2012).

8 see, e.gCommentaries of Jim Greenwell, Chief Executive Officer and President, BilltoMobile, and
Martine Nigjadlik, Compliance Officer and Vice President of Customer Support, Boku, Federal Trade
CommissionMobile Cramming, An FTC Roundtal{iday 8, 2013).
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wireless bills in California alon®and California has been estimated to constitute about 10% of
the wireless market in the United Stat&xtrapolating and applying the California datacss
all 50 states, over a span of years, it is likelysgreumbers woud climb into the billion$?

Information provided to the Committee by individual carriers indicates that major carriers
reapechundreds of millions of dollars annually from their role in placing tpady charges on
wireless phone billsContractgeviewed by the Committeghowthat the carriergenerally
colleced30% to 40% of théotal value of the charges plac&Individual charges are generally
smallbmost often ranginfrom $1 to $20Qwith frequent reports & $9.99 recurring monthly
charge However,the high volume of these charges yields substantial cumulative revdvures.
example, one carrigeported processing over 120 milliordividual thirdpartytransaction®n
consumer wireless bilis 2011.

In addition to the carrisCrevenueshares, contracts reviewed by Committee staff show
that certain carriersavecolleciedadditional feeshatcouldalso add to their profits. For
example, one carrier also collected OExcessive Premium Campaign Refund Rate Fees.O These
additional fees &w the carrier to charge $10.00 per customer care call oometent
providerOrefund rate exceeded 15% per mofftinother carriehasimposedees ranging
from $2857,000 to $100,000hereproviders experiendailling issueswvhich include highevels of
refunds:

B. Wireless Cramming hasLikely Cost Consumers Hundreds of Millions of Dollars

The evidence reviewed by Committee staff indicateswiralesscramming hasikely
cost consumensundred=f millions dollarsover the past several yearBhis assessment is
based orareview ofdataregarding refund ratespnsumer complainhformationprovided by
carriers and billing aggregatamsgardingunauthorized thirgparty chargesanda number of
studies and law enforcement actions that have quantifeedxtent of wireless cramming.

1. Refund Rates

Beginning in 2011, the California Public Utilities Commission (CPuQuiredwireless
carriers to provide data about refunds made directly to consumers. Numreded byCPUC
show thabetweer2011 and 203, carriers returnedver$60 million in refunds to customemsit
of $495million in total third-party wireless charges, just with respect to California wireless
consumerg® While industry argues that refund rates are a Oflawed metricO because refunds ca
84 comments of California Public Utilities Commission, Federal Communications Commission, CC
Docket No. 98170, at 20 (Nov. 18, 2013).
8 Committee staff reviewed a number of contracts between billing aggregators and wireless carriers that
outlined the payment arrangements.
8 sample aggregator contract provided to the Senate Commerce Committee (000179).
87 sampe aggregator contract provided to the Senate Commerce Committee (GG ).
8 Between 2011 and 2013, carriers reported refunding $60,037,906 $48%f.34,687 in total wireless
charges, including $25,095,834 in 2011, $23,250,885 in 2012, and®$118& in 2013with total billed,
including $173,644,442 in 2011, $191,302,355 in 2012, and $130,187,888 in 2013. Comments of
California Public Utilities Commission, Federal Communications Commission, CC Docket N@098
(Nov. 18, 2013) and-mail from CPUC Representatives to Senate Commerce Committee Majority
Counsel (Apr. 23, 2014).
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be made for reasons other than cramnfii@PUCexplainedits rationale for using this measure
as follows:

[W]e use refunds as a proxy for complaints because when we had complaint reporting,
we would end up in endless semantic digressions around theimgeafrthe word

complaint. So refund is something a little more tangghttwe assume that in most
casegefunds are not made out of the blue but in relation to some expression of
dissatisfaction by the custon@r.

CPUC also notes that this approach aslsies concerns carriers have expressed that Qtallying
subscriber complaints of unauthorized charges would be excessively burdefsome.O

As noted earlierte CPUC numbers concern activity on wireless accounts solely in
Callifornia, which reflects approximely 10% of the total U.S. wireless marR&tlf the rate of
refundsand total charges billegported tahe CPUC were applied nationwide, the tataflunds
would likely have beenvell over $200 millionout of $1.9 billionin 2012alone Even assuming
tha a portion of the refunds reported to the CPUC are not related to cramming, these numbers
provide substantial evidence that cramming on wirelessHaldoeerm serious problem.

Industry argues that numbers of refunds is not an accurate tool to assessdence of
cramming due to the carriers very liberal refund policies. However, one carrier was able to
provide a rough breakdown of refunds specifically attributedt®mplaints that charges were
unauthorizeda category they titled OAuthorizatiohCharge DisputedBand the results are
still high. This carrier reported that 280Dbf total refunds issued in 2012 constituted the
OAuthorization of Charge DisputedO categbifthis percentagaereapplied to the $200
million figure estimated ahw to reflect total nationwide wireless refunds for 2012, refunds
attributable to cramming for that year would top $50 million nationwide in one year alone.
Based on this analysis, over time, wireless crammindjkedg cost American consumers
hundredf millions of dollars.

8 see Reply Comments of CBAhe Wireless Associatipfrederal Communications Commission, CC
Docket No. 98170, at 5 (Dec. 16, 2013) (arguing that Orefund amounts amdl neftes are flawed

metrics for assessing instances of unauthorized charges on wireless bills. Carriers have consumer
friendly refund policies that cover a variety of situations and transadliongh more than just

unauthorized thirgparty charges.O).

% Commentary of Chris Witteman, Senior Staff Counsel, California Public Utilities Commission, Federal
Trade CommissionMiobile Cramming, An FTC Roundtak{iday 8, 2013).

% Letter from Consumer Affairs Branch, California Public Utilities Commissionetta& Commerce
Committee Majority Counsel (Jan. 31, 2013).

92 Calculation of this percentage was based on the total number of wireless subscriber connections in
California (34 million), and the United States (326.4 million) in 2012, as reported by CPUCT&Ad
respectively. California Public Utilities Commissid@12 Annual RepoffFeb. 1, 2013); CTIADThe
Wireless Association)Vireless Quick Factdast updated June 2014) (online at http://www.ctia.orgAour
wirelesslife/how-wirelessworks/annualwirelessindustrysurvey). Committee staff was unable to
compare California and national wireless subscriber numbers for 2013, as CPUCOs 2013 Annual Report
did not include the number of wireless subscriber connections in California.

9 |etter from FMobile USA,to Chairman John D. Rockefeller IV, at 5 (June 28, 2013).
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2. Consumer Complaint Data

Consumers alseeported on wirelesssammingvia complaints to federal and state law
enforcement as well as to carriers and billing aggrega@@ne billing aggregator reported
receivingover 7,000 contais from consumers in 2012 algrever 30% of which involved
requests for refund$ A FTC review of complaints from the Consumer Sentinel database, one
of the major national resources for compiling local, state, and federal consumer complaints,
show;esd oveR,000 complaints of unauthorized charges on wireless bills between 2010 and
2013:

In addition, in a 2013 survey conducted by the Office of the Attorney General of
Vermont, 6@%6 of respondents reported that the thpalty charges foundn theirwireless
telephone bills weranauthorized®

Industry representativdmvearguel that complaint numbemserelow and that the
incidence of cramming on wireless bill@sinsignificant’” However, consumer complaint
tallieslikely reflect numbers far lower thattual cramming occurrences. Evidence shows that
consumers are frequently unaware that tpiady charges are appearing on their telephone bills.
FTC Commissioner Maureen Ohlhausen elaborated on this point as follows:

Indeed we are aware of thousandsconsumer complaints about unauthorized charges
on wireless bills. And we believe that these complaints may well uaepersent the
problem or undereport the problem. From surveys done in the landline cramming
context, we know that many consumers anaware that third parties can place charges
on theirphonebills. We also know that consumers often fail to spot unauthorized
charges on their bills. They may simply look at the overall bill amount and pay in full
without doing dine-by-line review; or they may read the bill and fail to spot the charges
because theyOre burakply within the bill or listed in generic sounding categories,
such as premium services.

Committee staff review of consumer complaints substantiates this viewpointiduadiv
consumers often reported only finding the charges after paying them for extensive periods of

% mBlox Response to Senate Commerce Committee (Mar. 25, 2014) (chart tited OUS Cds@812an
PMarch31-20130).

% Federal Trade Commissio@onsumer Sentinel Network Data Book for Jani@Becember 2012at

84 (Feb. 2013) (showing 784 complaints for mobile unauthorized charges in 2010); Federal Trade
CommissionConsumer Sentinel Network Data Book for JandaBecember 2013t 84 (Feb. 2014)
(showing complaints for mobile unauthorized chargms 626 in 2011, 714 in 2012, and 363 in 2013).

% Center for Rural Studies at the University of Vermaopile Phone ThiréParty Charge

Authorization StudyMay 5, 2013). Following the release of survey results, CTIA engaged an expert to
conduct an angsis of the Vermont Study. The analysis highlighted concerns with the methodology used
for the study. The analysis was submitted to the Federal Trade Commission by CTIA on June 24, 2013.
9 See, e.gFederal Communications Commission, CC Docket Nel B8, Comments filed by AT&T,

Inc. (July 20, 2012), (Dec. 16, 2013):Mobile USA Reply Comments (July 20, 2012); and Verizon
Wireless (June 25, 2012).

% Opening Remarks by Commissioner Maureen Ohlhausen, Federal Trade Comiivisbida,

Cramming, An FTC Rmdtable(May 8, 2013).
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time. For example, one consumer complajii@dvas billed for 18 months for $9.99 ($10.76
after taxes) for something | had no clue aboatwmtill [sic] today when | reviewed my bill |

noticed these charges.O Another consumer reported, OHaving automatically paid my bills for ong
year, | unfortunately just learned | was paying for unsolicited text messages for over 8 year.O

v

Indeed, the complaint filed ire FTC against-Mobile alleges that the bill statements
received by customers did not adequately disclose PSMS ch3tdasstomers reviewing their
bill online allegedlycould not see these charges by viewing a summary of the charges; only by
clicking aseries of links could they find premium service chaf§es&igure 11l below is a
graphic from the FTC complaint in this case illustrating how the charges allegedly were shown
on the consumef paper statements

% Sprint Nextel Response to Chairman John D. Rockefeller IV (Mar. 22, 2013).

19 Complaint for Permanent Injunction and Other Equitable Refiedieral Trade Commission v= T
Mobile USA, Inc.W.D. Wa., at 49 (No. 2:14cv-00967) (Julyl, 2014).

%% |d. at 56.
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FIGURE lll: T -MOBILE BILL SUMMARY 102

EXCERPTS FROM AN ACTUAL ‘I - -Mobile- BILL

Page 1 hides unauthorized 3rd party charges:

Summary
Item Amount
Previous Balance 96.71
Prnt Rec'd - Thank You (96.71)
Monthly Recurring Chgs 73.32
Credits & Adjustments (10.00)

Usage Charges 9.99

Other Charges 4.83
Taxes & Surcharges 14.97

. . CHARGES Total Current Charges $93.11
ll\lcl-ube9 UM@UTHORIZED Current Charges Due By 2/07/13
FOR TRiIVia TEXT 3lERTS Grand Total $93.11

‘_—_—f‘
[
\\_————

123 pages later ...

~ TRiVia TEXT 3lERTS
PREMIUM SERVICES ¢a46 NoTHING @BoUT v
Date Content Time Description Usage Total
Provider Charges
OTHER SERVICE PROVIDER CHARGES ¢
1/11/13 Shaboom Media 6:59pm 8888906150 BrnStorm23918 9.99 9.99

SUBTOTAL 9.99

Premium charges were not individually listed in the summary section of the bill. Though
they were itemized in a OPremium ServicesO section several pages into the bill, the information
was presented in a way that did not adegly explain that the charge was for a recurring
subscription service authorized by the consulffetf these allegations are true, it is entirely
possible that many consumers over a number of years had paid feparydharges they did
not authorize.

1921d. T-Mobile recently represented to Committee majority staff that the company has changed the way
these charges are depicted in their wireless bills. Briefing-b\obile USA to Senate Commerce

Majority Staff (July 17, 2014).

193 ETC v. FMobile, supranote 100, at ®.
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[
3. State and Federal Actions

Thecharges detailed in numerostaite and federal law enforcemawtions also
underscore the broad consumer impact of wireless cramming. These cases have charged that
consumers have been vicBmof cramming schemes costitfgem hundredsf millions of dollars.
For example:

¥ In 2011, the Attorney General of Texas filed a lawsuit against Eye Level
Holdings, LLC allegingthat thedefendants collected millions of dollars through
the placement of unauthorized charges on thel@ss telephone bills of
thousands of Texas residefts.

¥ In 2013, Wise Media and its owners agreed to sEfilé allegations that they
caused more than $10 million in consumer harm by placing unauthorized
recurring $9.99 monthly fees on consumersO wirkikss"°

¥ In June 2014a district courissued a stipulated order famonetary judgment
totaling over $150 million in a case brought by FTC allegiafgndants used
deceptive websites to cram consumerOs wireles&bills

¥ In July 2014, the FTC chargddMobile with placing thirdparty charges on
consumersO wireless bills despite clear warnings that the charges were
unauthorizedand engaging in billing practices that made it difficult for
consumersO to discern fraudulent chasdlesjing thathesepractices cost
consumer millions of dollars in injury”

Indeed, eview 0f20112013data provided to the Committee by major billing aggregators
regarding revenue generated by content provider clients shows that many of the top revenue
generatorsn this timeframewere ultimately the subject of state or federal enforcement actions.
According to this data, the subjects of enforcement actions generated approxi.&beélpf2

total revenue reported to the Committee for this time pdi&289,037,831of $1.2 bilion.**®

1% plaintiff®s Original Verified Petition and Application for Ex Parte Temporary Restraining Order,
Temporary Injunction, and Permanent Injunctibaxas v. Eye Level Holdings, LLC, et dlex. D. Ct.,

Travis Gunty (No. 1:13cv-00178) (Mar. 11, 2011)

1% press Releas#obile Crammers Settle FTC Charges of Unauthorized Billkegleral Trade

Commission (Nov. 21, 2013) (online at http://www.ftc.gov/newents/presseleases/2013/11/mobile
crammerssettleftc-chagesunauthorizeebilling).

1% press Releas@perators of Massive Mobile Cramming Scheme Will Surrender More than $10 M in
Assets in FTC Settlemeederal Trade Commissi¢dune 13, 2014) (online at:
http://www.ftc.gov/newsevents/presseleases/2014/06peratorsmassivemobile.crammingscheme

will -surrendeimore-10m). The judgment was partially suspended based on defendantsO inability to pay
the full amount.

197 Complaint for Permanent Injunction and Other Equitable Refiedieral Trade Commission v= T

Mobile USA, Inc.W.D. Wa. (No. 2:14cv-00967) (July 1, 2014).

1% hefendants named in state and federal enforcement action include: Jesta Digital, Bullroarer, Mobile
Media Products, Bune, Wise Media, Tatto, Eye Level Holdings, Anacapa Media LLC, Tektbztaj

Bear Communications LLC, MDK Media, Mundo Media, SE Ventures, GMK Communications,
MindKontrol Industries LLC, and Network One Commerce Federal Trade Commission v. Jesta
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In short thecumulative evidence revealeg enforcement actionspnsumer complaints,
refund ratesandstudies indicatesthathundredf millions of dollars in crammed charges have
been placed on consumersO wireless bills over the past geaesal

C. Carriers Were on Notice aboutCramming and Other Vendor Problems

Carriersshould have knowat least as early as 2008 that consumers ea@rglaining of
cramming on their wireless bills. Beginning in 2008, the Florida Attorney Generateiniés
enforcement settlements wighngular (AT&T), Verizon, Sprint, and-Mobile over allegations
that unauthorized charges had been placed ondtesumershills.'®® These settlements
created a Obest practicesO regime intended to ensure that comsmesceiving clear and
conspicuous prices and terms of the content being purchased before such charges could be place
on a consumerOs wireless 1.

1%

According to CTIA shortly after the last settlememgs signed in October 201# this
best practiceegime was incorporated into thebile billing standardsgainst which the
industry audited vendors for complian©¢@.The CTIA audit reports that followehdicatedthat,
threeyears after the Floridanforcement case®unded the alarm abowireless camming the
overwhelming majority o¥endorsallowed to charge consumers on wireless billing platforms
were not meetingasicstandards

For examplewith respect tahe monthly report<CTIA providedcarriers summarizinm-
marketaudiing, theJanuary Q11reportshowed a failure ratef nearly 100%or marketing

Digital, LLC, also d/b/a JAMSTER.D.C. (No. 1:13CV-01272) (Aug. 20, 20)3Federal Trade
Commission v. Tatto, et aC.D. Cal (No. 2:13%v13-8912DSFFFM) (Dec. 5, 2013)Federal Trade
Commission v. Wise Media, LLC, et &l.D. Ga. (No. 1:13cv1234) (Apr. 16, 2013exas v. Eye Level
Holdings, LLC, et al.Tex. D. Ct., Traw County (No. 1:11v-00178) (Mar. 11, 2011)exas v. Mobile
Messenger U.S. Inc., et dlex. D. Ct., Travis County (Nov. 6, 201¥ederal Trade Commission v.

MDK Media, Inc., et al.C.D. Cal (No. 2:14v-05099JFW-SH) (July 3, 2014).

199 AT&T Settles wh Florida AG Over Mobile Content Adslobile Marketer (Mar. 3, 2008}-Mobile
$600k Settlement with Florida AG Affects All Mobile Content Markehftodile Marketer (July 22,
2010);Sprint Settles Cell Phone Cramming Charges in Flgridansumer Affairs@ct. 8, 2010).

105ee, e.g., Verizon Settlement with Florida AG Affects All Marketing of Mobile Caviteite

Marketer (June 29, 2009) the Matter of Verizon Wireless LLC and Alltel Communications,, LLC
Assurance of Voluntary Compliance a8 (Junel6, 2009). Specifically, the settlements resulting from
the Florida actions require that certain provisions be included in the contracts between the carriers and
any companies that Oadvertise, aggregate billing for, offer and/or sell mobile contaselndibde: (1)

a prohibition on using words like Ofree,O Ocomplimentary,O Owithout chargeO or other similar terms
without clear and conspicuous disclosure that the consumer will have to pay for a subscription in order to
receive the content; (2) speciitions for font size and color on all consumer disclosures forbased
advertising for mobile content; and (3) certain price and billing disclosures must be made Oabove the
foldO on the mobile OsubmitO and OPIN submitO pages. In addition to thesetibest the settlements
also required the carriers to establish monetary compensation programs for consumers who had
experienced unauthorized thipairty billing chargedd. at 410, 1314.

1 Briefing by CTIADThe Wireless Association to Senate ComreeEommittee Majority Staff (June 3,
2014).

12 g5eePart I11.B.1,supra
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offers testedor Ointercepteddby the auditors®® Virtually all of the failure$"* were for

violations classified by CTIA a&eveity level oneOmeaning Oserious consumer hati.O

While montly industry auditrepors after Januarg011showed declining numbers of
compliancdailures, itwas notuntil September 2011 thatoreinterceptions wereeportecto

have passed than failétf. And in January2012,audits still showed a5%failure rate''’ After

August 2012, the reports indicated passage rates of 95% or higher, meaning that 95% of offers
tested complied with CTIA guideline&®

D. Industry Self-Reqgulation Has Left Gaps In Consumer Protection

1. The Double OptIn Safeguard Was Porous

Many of the voluntary policies and practices industry instituted to protect against
crammingin the PSMS systemre similar to those industry touted in the landline coriféxt.
However, as with law enforcement actions in the 2000s involving landline cramthangeries
of recent state and federal law enforcement cases concerning wireless cramming have
highlighted potential vulnerabilities with industryOs voluntary consumer protection system. In

13\WMC Global for CTIADThe Wireless Associatiofn-Market Monitoring Update January 2014t 2
(Jan. 2011). According to the report, 18,304 offers were tettledt 3. A copy ofhis report is attached
as Exhibit A. In May 2011, the monthly imarket auditing reports began including specific breakdowns
of premium messaging testing results and standard rate testing results, but the January 2011 report does
not provide that breakam. CTIA has represented to the Committee that the PSMS testing in January
2011 had a failure rate of 97%.

14 The January 2011 iMarket Monitoring Update showed th2@.57% of interceptions failed at severity
level 1. Id. at 3.

15 CTIA BThe Wireless Asociation Mobile Commerce Compliance Handbook, Versiondt.® (June
4,2012). For example, the most common of the January 2011 violations concerned the Ono account
holder authorization disclosureO requirement concerning how to disclose that thé laclcEummust
authorize purchasesn-Market Monitoring Update January 2014t 2 (Jan. 2011)CTIA BThe Wireless
AssociationMobile Commerce Compliance Handbook, Versionat ® (June 4, 2012) (describing
standards).

116 According to the September 20fdlport, 49% of the interceptions failed while 51% passed. WMC
Global for CTIADThe Wireless Associatiofn-Market Monitoring Updatéseptember 2011at 3 (Sept.
2011).

17\WMC Global for CTIADThe Wireless Associatiofn-Market Monitoring Updatdanuary2012, at 3
(Jan. 2012).

18 35ee, e.gWMC Global for CTIADThe Wireless Associatiop-Market Monitoring Update

September 2012t 3(Sept. 2012) (showing 96% of interceptions passed); WMC Global for 8Th&
Wireless Associatioin-Market MonitoringUpdate October 201t 3 (Oct. 2012) (showing 97% of
interceptions passed), WMC Global for CBAhe Wireless Associatioip-Market Monitoring Update
December 20123t 3 (Dec. 2012) (showing 98% of interceptions passed). Copies of relevant portions of
the January 2012 and December 2012 reports are attached at Exhibit A.

19 For example, similar to the policies described above, for-fharty billing on landline phones, phone
companies instituted policies providing for screening of vendors, the optianrfisumers to block third
party billing, and customer complaint thresholds that trigger corrective action. For a detailed discussion
of industry seHregulation initiatives to address cramming on wireline phonedekSenate Committee

on Commerce, Sence, and Transportatiotaff Report on Unauthorized ThiRhrty Charges on
Telephone Billsat 3633 (July 12, 2011).

2%|d. at 45.
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particular, recent actions raise concerns regarding the effectiveness of the double opt-in
authorization.

As discussed above, industry representatives have argued that a key protection against
wireless cramming that was not present in the landline context is the “double opt-in”
requirement,'*' as it involves affirmative steps by the consumer that are “immediate,” “current,”
and “actionable” before billing can be activated.'*> However, several cases brought at the state
and federal level in the last few years have detailed multiple ways content providers have
circumvented the double opt-in. For example:

* According to an FTC action brought in December 2013, content providers operated a
scam in which they billed consumers for services that were not authorized through the
use of misleading websites. The complaint cites as an example a website that offered to
sign up consumers for Justin Bieber concert tickets if consumers provided their phone
number, and alleges defendants likely used that phone information to sign up the
consumer for services without their knowledge.'*’

* According to the complaint in a separate FTC action brought in April 2013, consumers
received unsolicited text messages from a third-party vendor and were charged on their
wireless bills for the vendors’ services regardless of whether the consumers had ignored
the text message or had responded via text message that they did not want the services.'**

* A complaint brought by the Attorney General of Texas in 2011 claimed that the
defendants used deceptive websites to entice consumers to enter their wireless telephone
numbers. According to the complaint, defendants’ websites would come up as prominent
sponsored links when consumers entered generic search queries for information on topics
such as “song lyrics.” Defendants’ link would not mention subscriptions or costs, and if
consumers clicked on the link they would be taken to a page where they were encouraged
to enter their phone number with prominent instructions such as “enter your cell phone
number to access the lyrics” without any clear and conspicuous disclosures that
consumers were in fact signing up for paid subscription services. The complaint further
alleged that, to conceal this flawed enrollment process from regulators, carriers, and
consumers re-visiting the site, defendants created “dummy” websites that included larger,
brighter, and clearer disclosures on the service cost and subscription nature.'>’

21 Comments of CTIA — The Wireless Association, Federal Communications Commission, CC Docket
No. 98-170, at 2 (June 25, 2012); Letter from General Counsel, Verizon Wireless, to Chairman John D.
Rockefeller IV, at 2 (July 11, 2012) (noting there is no analogue to the double opt-in in the wireline
billing context).

122 Commentary of Mike Altschul, General Counsel, CTIA — The Wireless Association, Federal Trade
Commission, Mobile Cramming, An FTC Roundtable (May 8, 2013).

' Complaint for Permanent Injunction and Other Equitable Relief, Federal Trade Commission v. Tatto,
et al., C.D. Cal (No. 2:13-cv13-8912-DSF-FFM) (Dec. 5, 2013).

' Complaint for Permanent Injunction and Other Equitable Relief and Exhibits, Federal Trade
Commission v. Wise Media, LLC, et al., N.D. Ga. (No. 1:13cv1234) (Apr. 16, 2013).

' Plaintiff’s Original Verified Petition and Application for Ex Parte Temporary Restraining Order,
Temporary Injunction, and Permanent Injunction, Texas v. Eye Level Holdings, LLC, et al., Tex. D. Ct.,
Travis County (No. 1:11-cv-00178) (Mar. 11, 2011). The case settled in 2012.
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In another case brought by the Attorney General of Texas, defendants allegedly worked around
the “double opt-in” requirement through the following process depicted with the accompanying
graphics reproduced in Figure IV below.'*® An online search for Olive Garden coupons would
turn up a link for a 50% discount coupon, without disclosures regarding any fees or subscriptions
charged for enrolling.'*’

FIGURE IV: INTERNET SEARCH PRODUCING PSMS WEBSITE

WEB IMAGES VIDEOS MAPS NEWS MORE

blﬁg olive garden coupons jo

5,340,000 RESULTS Any time ~

Olive Garden® NEPB - Never Ending Pasta for Just $9.99I ANGS
OliveGarden com/NeverEndingPasta

The Pasta Event Of The Year Is Back

Buy a Gift Card Find Your Olive Garden

Get Our Newsletter In the mood for pasta?

Olive Garden Coupon Print
Olive-Garden CouponMadre com
Printable Olive Garden Coupons. (100% Free) Olive Garden Coupons

Free Olive Garden Coupons - Get Olive Garden Coupons Now!
OliveGarden AngryCoupons com
(100% Free) Save In Your Area Now.

Olive Garden (Coupons) - Get up to 50% Off In Your Areal
Olive-Garden CouponCathy net
Print Olive Garden Coupons Here

Olive Garden Coupons: 3 Course Dinner for 2 Only $25 w/ ___
www.retailmenot_com/view/olivegarden.com ~

Enjoy an average savings of $8 with Olive Garden coupons and coupon codes. Use
one of 15 Olive Garden coupons now on RetailMeNot

Consumers who tried to download the coupon were required to enter their personal information
including mobile phone number (see depiction of this screen in Figure V below). The complaint
alleged that, by entering their mobile phone numbers, consumers unknowingly authorized a
$9.99 per month subscription service providing monthly horoscopes.'*® Consumers were not
provided clear disclosures regarding the actual offer of the subscription service or its relevant
terms and conditions unless consumers scrolled down.'*

126 Plaintiff’s Original Petition, Texas v. Mobile Messenger U.S. Inc., et al., Tex. D. Ct., Travis County, at
12 (Nov. 6, 2013).

127 Id

5 Id. at 14-15.

" Id. at 15.
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FIGURE V: WEBSITE DRAWI NG CONSUMERS INTO PSMS CAMPAIGN

YOU WONT FIND A DEAL LIKE
THIS ANYWHERE! HURRY UP,
OFFER ENDS SOON

n % OFF AT ' -

OLIVE GARDEN

TODAY
GET YOUR EXCLUSIVE OLIVE GARDEN COUPON NOW!
COMPLETE THE FORM BELOW & CONFIRM THE PIN # S§
TO YOUR CELL PHONE TO GET YOUR COUPON

Enter Name
Enter Email

ENTER MOBILE NUMBER

000 000 0000

E > GET YOUR COUPON <

By filling in the form, | agree to the Privacy Policy

In this case, the Texas Attorney General also alleged that content providers lured unknowing
consumers to subscribe for deceptive PSMS campaigns through the use of website addresses that
contained common typos and misspellings of the addresses of legitimate websites. These
websites would encourage consumers to share personal information including their phone
numbers in exchange for a promised gift card.'*

Industry representatives have underscored that wireless cramming enforcement cases
have involved conduct that circumvents consent mechanisms, and that generally the double-opt
in mechanism was sound.*** However, conduct described in the above cases allegedly continued
for time periods as long as several years, indicating substantial weaknesses in the wireless
industry’s ability to root out abuses of consumer authorization requirements.

0 |d. at 18-22.

Bl gee, e.gCommentary of Mike Altschul, General Counsel, CTIA — The Wireless Association, Federal
Trade Commission, Mobile CrammingAn FTC Roundtablé@ay 8, 2013) (stating that the negative
option, where companies would instruct the consumer to reply “stop” or be charged, in the double opt-in
process, which was utilized by many of the subjects in law enforcement proceedings, was “not compliant
with the industry best practices” and use of this negative option was “not playing by the rules”). See also
Commentary of John Bruner, Chief Operating Officer, Aegis Mobile, Federal Trade Commission, Mobile
Cramming, An FTC Roundtab{#ay 8, 2013) (stating, “[W]hat we see in the market is not a violation of
the double opt-in where it’s being skipped necessarily. What we usually see is that consumers are either,
through stacked marketing or deceptive advertising, double opting in and not realizing that they had
purchased something. And, so, you know, the process, the physical process itself seems to be a very
sound process for purchase. It’s more the method leading up to getting a consumer to perform that
function.”).
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2. Tolerance for High ConsumerRefund Rates Raiss Questionsabout Carrier
Commitment to Preventing and Addressing Cramming

All four major carriers cited consumer refund threshalsis toolfor spotting potential
vendor misconductHowever, the thresholds and response actions triggered by breach of these
thresholds vaed widely in the policiesarries described to the Committé& Documents
produced to the Committee bylling aggregator Mobile Messenger regarding a subset of its
vendorsprovided a further window into the role that refund threshold policies playédukin t
industryOs oversight of the PSMS billing syst&hReviewof these documentsvealed that
carriers saw extremely high refund rates higth monthly refundotals for some vendors and
were not consistent in how they followed up on red flags concereindov misconduct.

a. Carrier Policies on Refund Thresholds

Verizon Wireless, AT&T, Sprint, and-Mobile established different refund threshold
levelsfor triggeringadditional vendor revieyandtheir policies also varied regarding specific
prescribedollow-up steps.For exampleYerizon Wireles®golicy providel that if the refund
ratefor any one progranm any month is betweer®band 7.99¢, all PSMS campaigns managed
by that vendowould be suspended, and if the refund rate exed8o, all PSMS camaigns of
the vendomould beterminated* Billing aggregator documents indicate tha policy applied
to shortcodes on VerizonOs network wasstispensioffor refundsbetween 5% and 7.99%
meanta bar on acquiringewsubscribers for a periaaf 90 days™° The policy applicable once
refunds exceeded 8% involved both a bar on new subscribers and a requirement ithgt exist
subscribers be unsubscribied shortcodes witlsubscriptions that brought anaverage revenue

of at least $5000 @r the previoushreemonths'*®

AT&T, on the other handstatedthatit did not have a static threshold for refund rates but
rather it adjusted the threshold Oover time to account for changes in the overall refund rate as
observed. ¥’ The company furthettated it had a general disciplinary policy that could involve
Osuspending or geovisioning the short code, and/or terminating the content providerO from the
carrierOs network, but these steps were not tied to specific threshold vidfatBitimg
aggegator documents indicate that as of May 2818 policy applied to shortcodes AT&TOs

132 SeeSection 1V.B.1 fo discussion of industry and consumer advocate views on the significance of
refund rates.
133 Mobile Messenger Subpoena Response to Chairman John D. Rockefeller IV (Mar. 31, 2013), (Apr. 21,
2014), (Apr. 22, 2014). Because documents produced to the Cemmaicerned a small number of
vendors, findings of this review provide a sample rather than a comprehensive review of carrier practices,
and a review of communications relating to other vendors would be necessary to draw broad conclusions
about an individal carrierOs practices generally.
134) etter from Assistant General Counsel of Verizon Wireless, to Senate Commerce Committee Majority
Counsel, at 8 (July 12, 2013).
135 E-mail from Mobile Messenger Sales Employee to Mobile Messenger Account Manager@May 3
2013) (with subject line: 005/29/2013 Refund Report for AT&T/Sprltdbile/VZW (Anacapa)O)
g’ng'M M-COMM-043461043464).
Id.
ii; Letter from Executive Vice President, AT&T, to Chairman John D. Rockefeller IV, at 4 (July 2, 2013).
Id.
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networkwas to Oenforce a-8y suspension on any shortcode with a combination of a failed
audit and a refund rate of 18%0

Sprint reported that its policy providdéor a Ocombination of metricsO including refund
rates to assess noncompliance, and was penalizing with Olower revenue shareO those aggregat(
that work with vendors demonstrating noncompliance or a refund rate greater thaf? 10%.
According to billing agregator documents from May 201Be policy applied to shortcodes on
SprintOs network was tleatefund rate between 0% and 7% meant incentives and bonuses might
apply; refunds between@% and 12% merited a Onormal payout;O and refunds greater than
12.01% meant Sprint would apply a 025% penalty on the average monthly retail revenue E for
the threemonth period and risk of code terminatich*O

Finally, T-Mobile stated that its refund threshold was 15%, at which point aggregator
partners and vendors woudé Openalized financially in accangewith theterms ofthe
aggregator@®ntract.&? Additional detail provided by billing aggregator documents ind&ate
thatthe policy applied to shortcodes BrviobileOs network was thatMobile wouldchargea
vendor$10 for each refund/customer care call after refund rate surpassed’i5%ddition T-
Mobile would applya multi-stepORefund Performance Improvement PlanO {P#)endorOs
refund rate exceeded 15% and involved at least $10,0@&a@ssive refunceesO

The documents indicate thie PIP programinvolved placing tharendor on a Owatch
listOfor 12 months for remediation steps befor#®bile would terminate the campaidf.
Onceon the watch list, the vendor had three months to address the higt rate or else in
month four, new subscribers would be suspended for-anom¢h period. The vendor could
resume new subscriptions in month five after this suspension, and had three additional months to
address the refund rate. If, after month sevenyendor still qualified for the Owatch list,O the
PIP program applied a twmonth suspension of new subscribers in months eight and nine. The
vendor could resume new subscriptions in md@tfbut the campaign at issue would be
terminated after month Zi2the vendor still met PIP criterid?

139 E_mail from Mobile Messenger Sales Employee to Mobile Messenger Account Manager (May 30,
2013) (with subject line: 005/29/2013 Refund Report for AT&T/Sprltdbile/VZW (Anacapa)O)
(AG-MM-COMM-043461043464).
140) etter from Vice President, Government Affairsri@pNextel, to Chairman John D. Rockefeller IV,
at 5 (June 28, 2013).
141 E_mail from Mobile Messenger Sales Employee to Mobile Messenger Account Manager (May 30,
2013) (with subject line: 005/29/2013 Refund Report for AT&T/Sprltdbile/VZW (Anacapa)O)
(AG-MM-COMM-043461043464).
142) etter from Vice President, Federal Legislative Affairgylobile USA, to Chairman John D.
Rockefeller IV, at 5 (June 28, 2013).
143 E_mail from Mobile Messenger Sales Employee to Mobile Messenger Account Manager (May 30,
2013 (with subject line: 005/29/2013 Refund Report for AT&T/Spriidbile/VZW (Anacapa)O)
(AG-MM-COMM-043461043464).
144 E_mail from Mobile Messenger Account Manager to Vendor Employee (Aug. 4, 2011) (with subject
line: OFW: Client AledbCarrier Alert:T-Mobile DModifications to Their Refund Performance
Ilzrgprovement Plan0O) (ABIM-COMM-016777016779).

Id.

31

Irs




It is worth noting that even the lowest stated refund threshold raté6-8f3 that
were set forth in policiesarriers described to the Committe substantially higher than the
threshold useébr chargebackkvels on consumer credit card bals a trigger fofollow-up
with themerchantwhosechargebackareat issue For exampleunder VISAOs chargeback
policy, merchants will receive a notification and request for explanation if the ratio of
transactionsitarged back to total transactions exce@dsvihere the merchant has had over 100
transactiongnd100 chargebackis that month*

Documentgeceived by the Committee froltobile Messenger included a number of
exampleslemonstrating th&llow up actiors takenby carriers afteadverseauditfindingsor
other red flags regardimarticularshortcoded*” However,documents also indicatédere were
instances wherearrierswere lax inovergeingor enforéng their own stated policies. This issue
is illustrated in an email chain between AT&T and Mobile Messenger in October 2013 when
AT&T sent Mobile Messengea noticeof terminaton for content provider Anacapa, a client of
Mobile Messengerjue toCexcessive CTIA Sev [severity 1]audit failures.&?

In the course of the email chain, AM&T representative gives more explanationthe
termination. He begins by noting thalhen Anacapaequestedccesso AT&TOdilling
platformin November 2012Anacapallid not pass our internal vetting proceSsand we
rejected them from running PSMS campai@i{é However AT&T nonetheless let one of the
Anacapa shortcode campaigns have access to the AT&T billing platformfaasAT&T had
Ofailed to rejectiBatshortcode Anacapa was able to bill consumers on AK3s platforrvell
into 2013, despite twAT&T suspensionsf the Anacapa shortcode the first part of 2013
Further, in May 2012T&T Odrafted@ termination noticeut againOfailed to deliveri®*°
The October 2013 email summatgonoted thaAT&T hadfound that Anacapa had received
twentyseverity 1D Oserious consumer har®@udit findings across several of its shortcodes

146 Briefing by VISA Representatives to Senate Commerce Committee Majority Staff (July 10, 2014).
147 See, e.gletter from Verizon Wireless Director tobile Messenger Compliance & Consumer
Protection Employee (Oct. 20, 2011) (A¥BM -COMM-03022022) (describing that Ontario Corp. had
Orepeatedly violated the requirements applicable to premium messaging campaignsO and Ogiven the
repeated and serious nawof the violations, Verizon Wireless ha[d] decided that all premium messaging
campaigns managed by the content provider must be terminatedO); Spreadsheet created by Mobile
Messenger listing status on several shortcodes of Sprint (last saved Aug. 1qAZB-MM -COMM-

021051) (noting 5 terminated codes and several codes that were temporarily suspenaeidiy,on

AT&T Senior Account Manager to Mobile Messenger Employees (Jan. 14, 2013IME&COMM-
1252034) (noting AT&T termination of all short codes asigded with AVL marketing); Enail from T-
Mobile Compliance to Mobile Messenger Employees (Oct. 4, 2013}NA\WGCOMM-143991) (noting 3
shortcodes that received 3 strikes undéidbileOs PIP policy and directing Mobile Messenger
employees to Oimmediategrminate all billing and related services currently operatingO and the short
codes).

148 E_mail from WMC Global AT&T Account Manager to Mobile Messenger Employees (Oct. 15, 2013)
(AG-MM-COMM-057077057080). This document is attached at Exhibit B.

199 E_mail from AT&T Mobility Marketing Manager to Mobile Messenger Employees (Oct. 16, 2013)

(AG-MM-COMM-056884056885).
150
Id.

32




from October 20120 October 2013includingtwo Severity 1 findings on the shortcode that was
apparentlyerroneously allowetb usethe AT&T network™>!

b. Some Vendors HadeExceedinglyHigh Refund Ratesthat at Times Spanned
Several Months

Documents reviewed by the Committee regarding a subset of vendoconthacted
with billing aggregator Mobile Messengeadicatethatsomevendas experienced higimonthly
refund rates that in some cases topped 60monthly revenueand amounted to hundreds of
thousand®f dollars in refund# a single month. For example, in a July 2011 Mobile
Messenger email to vendor representatiivisbile Messenger employeesporedviolations of
T-Mobile thresholds on 11 different shortcodes for the preceding month, including one shortcode
with a 50.5% refund rate and $55,974 in refunds for the month, and others with 43.7%, 38.4%,
and 36.1% rates. Thefuads for the 11 listed shortcodesaledover $450,000 that montfi?

A similar Mobile Messenger email notificationtendorrepresentatives in October 2012
notes that 11 shortcodes had exceeded AT&TOs 18% refund threshold in the preceding month,
including one shortcode with a refund ratio of 56.8% and $124,759 in refunds for the month,
another with a ratio of 31.4% and $100,949 in refunds. The 11 shortcode refunds that month
together totaled nearly $600,088. Documentsndicatethat other carriers aishad high refund
rates and high refund totdf¥!

Documents also show that refund rates on the same shortcode at times exceeded carrier
thresholds for a number of months at a time. For example, Mobile Messenger senticemails
vendor representatives notify themthat refunds on shortco@@145exceeded AT&TOs
threshold in February 2012 (with a 33.9% refund ratdylarch 2012 (40.6%3)°° and May 2012

151 |d

152 E_mail from Mobile Messenger Compliance & Analytics to Neolmage Employees (July 5, 2011) (AG
MM-COMM-112226112227) (the 11 sharbde refunds totaled $457,252.29). A copy of thisal is
attached at Exhibit C. As indicated by thimail and other Mobile Messenger documents, Neolmage
personnel had-eail addresses at Omundomedia.co8e® alsdMobile MessengeBpreadsheet

Respmseto Subpoena Item 2a and @&G-MM-COMM-001128) (Apr. 21, 2014) (listing company
directors with email addresses, including Neolmage personnel with mundomedia.com addresses).

133 E_mail from Mobile Messenger Account Management Employee to Neolmage Empl@ete 9,

2012) (AGMM-COMM-585462585463) (the 11 shortcode refunds totaled $594,479). Tinigileis
attached at Exhibit C.

1% See, e.gE-mail notification from Mobile Messenger Compliance & Analytics to Neolmage
Employees (Oct. 4, 2011) (AGIM-COMM-024918024919) (noting that 8 of their shortcodes violated
SprintOs threshold, with the highest rate at 28.79% and the refunds for all 8 totaling over $600,000 for the
threemonth period); Email from Mobile Messenger Compliance & Analytics to Neolmage layges

(June 7, 2011) (A&GMM-COMM-099369) (indicating that 6 shortcodes had refund rates exceeding
VerizonOs thresholds in May, with the highest rate reported as 22.23% and refunds for all 6 totaling over
$340,000). Thesemails are attached at Exhibit C

155 E_mail from Mobile Messenger Compliance Analytics to Neolmage Employees (Mar. 9, 2012) (AG
MM -COMM-590211590212).

156 E_mail from Mobile Messenger Compliance Analytics to Neolmage Employees (Apr. 2, 2012) (AG
MM -COMM-584986584987).
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(18.1%)*°" Mobile Messenger sestmilar notification emails that refunds on shortc@820
exceeded IMobileOs threshold in December 2010 (20.06%ebruary 2011 (34.13%j°and
March 2011 (31.13%)°

c. Case Study on Vendor with High Refund Rates: Variation in Carrier
Response Underscores Broad Latitude Afforded by the SelRequlatory

System

Documents indicatthat different carrieremployeddifferent practices regardirfgllow-
uponred flags such as high refurates andadverse audit findingassociated with shortcodes
For example, in October 2011, Verizon wrote to Mobile Messenger regarding severadgd®rtc
used byMobile Messenger client Neolmad® This group of shortcodes also included certain
shortcodes that appeared on high refund rate ntergsby Mobile Messenger to vendor
employees concernirgl four major carriers in 2012

VerizonOs Octel 2011 letter requested that, because of Othe repeated and serious
natureO of content provider violations of requirements concesrengjum messaging
campaignsOallf the premium messaging campaigns managed by the content provider must be
terminated,@nd Verizon Wireless Owill not consider reactivation of the shortcodes, or any new
campaigns from the content providéf*(rhe Verizon letterequiredthe content provideo

157 E_mail from Mobile Messenger Compliance Analytics to Neolmage Employees (June 5, 2012) (AG
MM -COMM-568009568010). The Mobile Messenger document production did not appear to include an
AT&T excess refund rate notification for the month of April 2012.

138 E_mail from MobileMessenger Compliance Analytics to Neolmage Employees (Jan. 11, 2011) (AG
MM -COMM-060591).

159 E_mail from Mobile Messenger Compliance Analytics to Neolmage Employees (Mar. 3, 2011) (AG
MM-COMM-146312146313).

180 E_mail from Mobile Messenger Compliance Anatytito Neolmage Employees (Apr. 4, 2011) (AG
MM -COMM-220607220608).

161) etter from Verizon Wireless Director to Mobile Messenger Compliance & Consumer Protection
Employee (Oct. 20, 2011) (AGIM-COMM-032198032199) (listing shortcodes 91097, 33999, 72449,
40684, 25692, 89147, 88922, 21500, 86358, 56255, 53405, and 62131).

182 E_mail from Mobile Messenger Compliance & Analytics to Neolmage Employees, Subject: Notice:
AT&T Refund Ratio Exceeded (Mar. 2, 2011) (ABM -COMM-145222145223) (showing shortcode
89147February refund rate was 45.52%)ntail from Mobile Messenger Compliance & Analytics to
Neolmage Employees, Subject: Notice: AT&T Refund Ratio Exceeded (Apr. 4, 201INAE OMM-
220637%220638) (showing shortcode 91097 March refund rate was 50.6586i Erom Mobile
Messenger Compliance & Analytics to Neolmage Employees, Subject: Notice: Sprint Refund Ratio
Exceeded (Aug. 1, 2011) (AGIM-COMM-012239) (noting shortcode 53405 April 26dune 2011

refund ratio was 31.67% and 56255 was 15.95%)1cl from Mobile Messenger Compliance &
Analytics to Neolmage Employees, Subject: Notice: Verizon Refund Ratio ExcBddee 2011 (July 5,
2011) (AGMM-COMM-112223112224) (noting June refund rate for 56255 was 10.74%, 33999 was
15.52%, 86358 was 11.8%, and 8892&vi1.15%); Hnail from Mobile Messenger Compliance &
Analytics to Neolmage Employees, Subject: Noticévldbile Refund Ratio Exceeded (Sept. 2, 2011)
(AG-MM-COMM-290976290977) (noting shortcode 33999 August refund rate was 19.05%).

183 etter from VerizorWireless Director to Mobile Messenger Compliance & Consumer Protection
Employee (Oct. 20, 2011) (AGIM-COMM-032198032199).
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block all new subscriptions to the code andayttenrolled customers on a rolyj basis Oat the
time their subscriptions otherwise would be renewét.O

Consistent with this letter,jlbng statements foMobile Messenger clieriteolmage
indicate that Verizorceasedllowing Neolmage shortcodes to bill on its platform startinigtie
2011 However, the billing statements also indicate thatthree other major carriers and
many others continued to allow Neolmage to chénge customers throug@darch 2013, the
last date of statements provided to the Committee for Neolmage. 2ni28a@élmage charged a
total of over $10 million to consumersO wireless bills across different carrier pldfforms.

The billing statements produced by Mobile Messenger indicate thahher of carriers
also continued to alloMeolmageo charge on their ptforms for activity orseveral of the
specific shortcodes that Verizégrminated irOctober 2011 For examplethe statement for
January 2012hows thatwith respect to campaigns shortcode 8914%107,000 in charges
were placed wittAT&T , $33,800with T-Mobile, and $21,70vith Sprint*®” With respect to
the same shortcode, tMarch 2012illing statement showe$B1,100 in chargeplaced with
AT&T, $20,600with T-Mobile, and $16,30®vith Sprint*®® Documents also indicate that
January 2012efundson this samehortcodeexceeded refund threshelfbr both T-Mobile and
AT&T, with a 15.7% refund ratifor T-Mobile,**° anda 19.01% refund rate f&T&T .2"°

This exampleregarding Neolmage shortcodbgstratesthat carriers hawide discretion
in respondag to indicia of vendor problensuch as high refund rates

164 |d

185 5eg, e.gMobile MessengelSettlement Statement for Neolmage December 1-Retémber 31,

2011 at 10 (Jan. 2012) (shavg a $11.25 balance due for Verizon Wireless); Mobile Messenger,
Settlement Statement for Neolmage January 1,-2@hRary 31, 2012at 10 (Feb. 2012) (showing a
$10.75 due for Verizon Wireless); Mobile Messen&attlement Statement for Neolmage MarchQil 2
March 31, 2012at 7 (Apr. 2012) (Verizon does not appear on the statement).

1% Mobile MessengerSettlement Statement for Neolmage Jan. 1, 2@h2 31, 201ZFeb. 2012) (AG
MM-042772042781); Mobile MessengeBettlement Statement for Neolmage Mar012Mar. 31,
2012(Apr. 2012) (AGMM-585109585115); Mobile MessengeBettlement Statement for Neolmage
Apr. 1, 2012Apr. 31, 20127May. 2012) (AGMM-562235562241); Mobile MessengeBettlement
Statement for Neolmage May 1, 262y 31, 2014June.2012) (AGMM-568311568318); Mobile
MessengerSettlement Statement for Neolmage June 1,-2062 31, 2012July. 2012) (AGMM -
563935563941); Mobile MessengeBettlement Statement for Neolmage July 1, 200¢@. 31, 2012

(Sept. 2012) (AGVIM-588084588099; Mobile MessengeiSettlement Statement for Neolmage Sept. 1,
2012Sept. 31, 20120ct. 2012) (AGMM-192132102137); Mobile MessengeBettlement Statement for
Neolmage Dec. 1, 201Rec. 31, 2012Jan. 2013) (AGMM-591730591735) (Mobile MessengerOs
production to Committestaff was missing settlement statements for several months for 2012 so
NeolmageOs total charge of $10 million is a conservative total).

157 Mobile MessengelSettlement Statement for Neolmage Jan. 1, 2@t2 31, 2012at 3, 5, 7 (Feb.
2012).

188 Mobile MessengelSettlement Statement for Neolmage Mar. 1, 20&2. 31, 2012at 2, 3, 4 (Apr.
2012).

189 E-mail from Mobile Messenger Compliance Analytics to Neolmage Employees (Feb. 2, 2012) (with
subject line: Notice: Mobile Refund Ratio Ex@eded) (AGMM-COMM-040764040765).

19 E_mail from Mobile Messenger Compliance Analytics to Neolmage Employees (Feb. 2, 2012) (with
subject line: Notice: AT&T Refund Ratio Exceeded) (AMB1-COMM-040831040832).
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3. Carriers Placed Questionable Reliance on Billing Aggregators as Oversight
Partners

In submissions to the Committee in 2012 and 2013, a number of major carriers
emphasized the important and releatole that billing aggregators playedansuringthat
vendors comply witltonsumer authorization requirements and other industry standapdst
noted that in its experience, the compar@@svard/penalty system influences aggregators to
work only with reputable content providers and to ferret outcmmpliant PSMS
campaigns®' AT&T assured the Committee that Oin November 2012 the doubie opt
procedures of all then existing Billing Aggregators were reviewed and certifiedO as compliant
with the conpanyOs consent management progfarnd T-Mobile asserted last June thateO
are aware of no information that aggregator partners have played any role in cramming or
otherwise facilitating improper thirgarty billing.®

Major billing aggregators contast in the CommitteeOs inquiry also attested to their role
in theindustryOsompliancesystem. For example, Mobile Messenger, one of the leading
aggregators, underscored that it is Ocommitted to consumer protegiibra@dedicated
compliance teamO teview and test vendor campaidfi$and that the company has spent
Oconsiderable resourcesO to ensure that the subscription and billing process and the companyO
content provider and advertiser clients abide by the OrobustO industry guitfelines.

However, tle allegations in the November 2013 action by the Texas Attorney Géheral
raise serious questions about the effectiveness of aggregators as partners to carriers in
combatting crammings well ashow closely carriers were scrutinizing aggregator practiéss.
noted above nithis action,the Texas AG allegkthat Mobile Messenger was part of a
Odeceptive schemeO to trick consumers into signing up for unwanted OservicesO including
ringtones, weekly text messages containing horoscopes and celebrity gossqy@oms.
According to the complaint, Mobile Messenger actively assisted content providers with
circumventing consumer protections that carriers implemented, including the doubileangt
thresholds relating to consumer complaints and audit refférts.

In addition, Mobile Messenger documents reviewed by Committee staff about a subset of
Mobile Messenger vendors underscore that the company was in a position to see red flags about
worrisome shortcodes and vendors from both the induatig audits as wellsafrom reports of

171 etter from Vice Preside®Government Affais, Sprint Nextel, to Chairman John D. Rockefeller 1V,
at 7 (July 11, 2012).
172 etter from Executive Vice President, Federal Relations, AT&T, to Chairman John D. Rockefeller 1V,
at 7 (July 2, 2013).
13| etter from Vice President, Federal Legislative Af§aif-Mobile USA, to Chairman John D.
Rockefeller IV, at 3 (June 28, 2013).
1" Mobile Messenger Narrative Response to Chairman John D. Rockefeller IV (May 24, 2013) (MM
Confidential 000004, 000050).
7> Mobile Messenger Narrative Response to Chairman JofoEkefeller IV (May 24, 2013) (MM
Confidential 000050).
176 plaintiff©s Original Petitioexas v. Mobile Messenger U.S. Inc., etBéx. D. Ct., Travis County
9‘70\" 6, 2013). This case remains open at the time of this report.

Id.
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individual carrier refund rates and vendor penalftiBsAnd yet, in the case study discussed

above, after one of the major carriers in October 201bftall businessvith a vendothathad
raisednon-complianceconcerns and been thebgect of high refund rates across major carriers
Mobile Messenger continued doing business with the same vendor througH2618h

actions raise questions about whether Mobile Messenger served as a rigorous oversight partner
with carriers in weeding owendors with records of necompliance with industry standards.

V. EMERGING THIRD-PARTY WIRELESS BILLING TECHNOLOGIES AND POTENTIAL
CONSUMER PROTECTION | SSUES

ThoughcommerciaPSMSbilling hasnow virtually endedamong the major carriet& it
is still possible for consumers to buy digital content online and bill those purchases to their
wireless phone accounts. This is generally cahe®direct carrier billingO payment option.
Direct carrier billing isnow offered by a variety of U.S. companies fousic, applications,
games, moviesand television shows, from retailers such as Sony, Facebook, Skype, and
Rhapsody®*

Direct carrier billing for social media and gaming purchases increased 30%wasear
year from 200920122 This option could become avenore widely available in the future, for
goods and services outside of digital content. According to CTIA, additional entities Ocurrently
using or planning to adoptO thjpdrty billing include Omajor news organizations, companies
offering video streamig, gaming companies, parking services, and even pizza delivery
services.

In discussions with Committee majority staff, carrieasedifferentiatel between two
methods of direct carrier billingthe OstorefrontO approaciuthe Obilling aggregatorO
approach. In théstorefrontO approachnsumers are given the option of billing their wireless
account when making a purchase franhgital distribution platform that offers applications,
music, moviesand games created by any number of ventf8rsinderthis billing model, the

18 See, e.gE-mail from Mobile Messenger Account Manager to Neolmages Employees (Aug. 24, 2011)
(AG-MM-COMM-022790022795) and Enail from Mobile Messenger Sales Employee to Mobile
Messenger Account Manager (May 30, 2013) {M®&1-COMM-043461043464) (cataloguing refund
ratesacross major carriers for different vendors); Letter from Verizon Wireless Director to Mobile
Messenger Compliance & Consumer Protection Employee, Re: Urgent Resolution of Violations (Oct. 20,
2011).

179 See discussiosupraat Section 1V.D.2.csee alsdAssignment of Rights and Amendment Among Neo
Images, Inc., and Subscriber Management Services, LLC and Mobile Messenger US, Inc. (signed March
19, 2012) (AGMM-COMM 0019642031).

180 Some carriers still support PSMS billing for charitable donations and pbitntributions. Briefing

by Verizon Wireless to Senate Commerce Committee Majority Staff (July 16, 2014); Briefing by Sprint
Nextel to Senate Commerce Committee Majority Staff (July 16, 2014); BriefingNdgbile USA to

Senate Commerce Majority Staffuly 17, 2014).

181 comments of CTI®The Wireless AssociatipEederal Communications Commission, CC Docket

No. 98170, at 4 (Nov. 18, 2013).

1821d. at 3 (citing Study: Popularity of Direct Carrier Billing on the Risélobile Payments Today (Sept.

4, 2013.

%3|d. at 45.

184 Briefing by Verizon Wireless to Senate Commerce Committee Majority Staff (July 16, 2014).
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carriers rely on the company offering the digital distribution platform to vet the vendors who
create the digital content offered in their stireOneexample of the OstorefrontO billing
methodis the Google Play stareSince 201, consumers have been able to make purchases from
the Google Play store and bill them to their wireless acc8tint.

Outside of the storefront approach, direct carrier billing is also an option for a number of
additional vendors who utilize billing aggpators in order to place the charges on consumersO
wireless accountsin this model, both the carriers and aggregators vet each vendor before the
vendor is permitted to bill consumers on their wireless accdtis handfulof these billing
aggregatorbave emergetb act as middlemen between vendors and wireless caffiers.

With respect to direct carrier billing, to date there are no indugtlg best practices or
central monitoringsimilar to what was in place for PSMS. Insteavkrsight ofdirectcarrier
billing occurs at the individual carrier lev&f. Policies describey several major carriers in
briefingsto Committeemajority staffincludethe following featuresamong others

¥ Cleardisclosures by the content provider to the consumer reggttaenterms of
purchasge

¥ Clear designation of thirgarty vendor purchases onnsumersghone bills;and

¥ Carrier monitoring ofefund raes and consumer complaints.

Some carriers also said they place aapshirdparty purchases from $25 t8@®per monthand
for consumers that have more than one wireless line on their plan these caps apply$er line.

As of now, direct carrier billing iprimarily an option for digital content and only
represents a small fraction of purchases made via computers anchsmestp® However,as

18 Briefing by Google to Senate Commerce Committee Majority Staff (July 11, 2014); Briefing by
Verizon Wireless to Senate Commerce Committee Ntgj&taff (July 16, 2014); Briefing by Sprint

Nextel to Senate Commerce Committee Majority Staff (July 16, 2014); BriefingNdgbile USA to

Senate Commerce Committee Majority Staff (July 17, 2014).

18 Briefing by Google to Senate Commerce Committee M@j@&taff (July 11, 2014).

187 Briefing by Boku to Senate Commerce Committee Majority Staff (June 23, 2014); Briefing by
BilltoMobile to Senate Commerce Committee Majority Staff (Feb. 24, 2014); Briefing by Verizon
Wireless to Senate Commerce Committee Majdtaff (July 16, 2014); Briefing by Sprint Nextel to
Senate Commerce Committee Majority Staff (July 16, 2014); Briefing-blobile USA to Senate
Commerce Committee Majority Staff (July 17, 2014).

188 Examples include, among others, Boku, a San Frantiased company, and BilltoMobile, a San
Josebased company, both of which contract with major U.S. wireless carBeeBilltoMobile, Home

Page (online at http://www.billtomobile.com/); Briefing by BilltoMobile to Senate Commerce Committee
Majority Staff(Feb. 24, 2014); Boku, Home Page (online at http://www.boku.com/); Briefing by Boku to
Senate Commerce Committee Majority Staff (June 23, 2014).

189 Briefing by CTIADThe Wireless Association to Senate Commerce Committee Majority Staff (June 3,
2014); Briefng by Sprint Nextel to Senate Commerce Committee Majority Staff (July 16, 2014); Briefing
by Verizon Wireless to Senate Commerce Committee Majority Staff (July 16, 2014); Briefinrg by T
Mobile USA to Senate Commerce Committee Majority Staff (July 17, 2014)

190 Briefing by Sprint Nextel to Senate Commerce Committee Majority Staff (July 16, 2014); Briefing by
Verizon Wireless to Senate Commerce Committee Majority Staff (July 16, 2014).

191 Briefing by Boku to Senate Commerce Committee Majority Staff (June 43,)2Briefing by Federal
Reserve Bank to Senate Commerce Committee Majority Staff (July 18, 2014).
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noted by the CTIA in comments to the FCC, U.S. companies are increasingly offering direct
carrier billing for purchase’S? Direct carrier billing is a more widely utilized form of purchase
internationally®® and with the continued growth the ubankedand underbanked population in

the United States, it is conceivable that direct carrier billing could become a more widely utilized
payment option in the future.

Currently,majorcarriersasserthattheyareseeing minimal indicia afonrsumer
complaintsnvolving direct carrier billing, including very few consumer complaints and refund
rates around%-1.5%."** However, in light of the extensive evidence of cramming that has
occurred to date in both the landline and wireless contextshambtential that a growing
number of consumers may use this payment option in the future, this staff report recommends
that industry and policymakers:

¥ Vigilantly monitor evolvingthird-partybilling practices to make sure that bad actors do
not find waysto penetrate barriers to cramming on these new systerds;

¥ Evaluate consumer protection gaps that occurred in the landline and PSMS contexts to
establish consistent policies going forward that will provide consuwigrappropriate
transparencyn thethird-party billing process and a clear avenue of reconrsre
unauthorized chargexcur.

192 5een. 181 supra

Briefing by Boku to Senate Commerce Committee Majority Staff (June 23, 2014); Briefing by Federal
Reserve Bank to Senate Commeraarnittee Majority Staff (July 18, 2014).
194 Briefing by Sprint Nextel to Senate Commerce Committee Majority Staff (July 16, 2014); Briefing by
Verizon Wireless to Senate Commerce Committee Majority Staff (July 16, 2014); Briefind/impile
USA to Senate Commerce Committee Majority Staff (July2D14).
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In-Market Monitoring Update

For CTIA-The Wireless Association
January 2011
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January at a Glance

This presentation provides an update on in-market monitoring
results, based on current CTIA audit standards, for January 2011

Total failures amounted to 18,298 among 18,304
Interceptions, resulting in a roughly 100% overall failure rate

ONo account holder authorization disclosureO was the most common
violation in January with 16,486 occurrences

Other significant violations included:

ONo legal age or parental permission disclosire,O found in 59% of interceptions

ODisclosure that user agrees to T&Cs displayed inconspicuously,O found in 59% of
interceptions

WMC :
& 8 WNSPFcosaL



Overall Market Summary

Interceptions Breakdown Severity Breakdown

Total interceptions: 18,304

Passed: 6

Failed: 18,298

All but six interceptions failed and more
than 99% talled at Severity 1

Overall Pass/Fail Breakdown

"H#
--I$

%&'&()*3
44.56%

17):
44.46%
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Overall Failures by Severity

Findings
Severity 1: 18,225

©  ONo account holder authorization
disclosure,O with 16,486 occurrences, was
the most common violation
overall, accounting for 14% of total
violations

Severity 2: 73

£ ONo minimum subscription disclosure,O
with 7,735 occurrences, was the most
common Severity 2 violation
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Severity Breakdown
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Graph depicts top 10 violations and the percentage of PSMS ads affected by them

The top violation, ONo account holder authorization disclosureO affected 90% of all ads driving the
high overall failure rate




Failures by Aggregator
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Mobile Messenger hosted the most compliance issues this month, accounting for 41%
of total failures

AG Interactive and Atlas Interactive accounted for the fewest, with one failure each

- wMC... 6




Failures by Content Provider

Failures
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Graph depicts top content providers accounting for most of the failures

Flycell had the most failures again in January, with 4,433, and accounted for 24% of total failures

WMC... 7







GLOBAL

CTIA-The Wireless Association
January 2012

2341-0-*5676!1+08-7049!34:470!76!;+:170;+:<-87+0-*1=>:=+646!+0*5!-09!:4=:464086!&'(!)*+,-*! !
+=707+06?!1&'(1)*+,-*163-**10+8!,41*7-,*418+!-05!837:9!=-:85!70!1+004187+0! @783!834!>64!+;.1+:! "HSYHI&' (1) +,-*.1/01 |
:4*7-0141+0.18376!70;+:<-87+0!-09!-0-¥5676?



Market Summary - PSMS

Interceptions Breakdown

Total interceptions: 4,577
Passed: 3,429
Failed: 1,148

Failed at Severity 1: 145 & 0S4 -  (

Severity 2
0*1123*%4()$"+,-./  ( 2206\

Severity 1
3%

WNIC....



Overall Fallures by Severity - PSMS

Findings

Severity 0: O
No Severity O violations for PSMS were
reported in January 2012

Severity 1. 145

disclosure
most common Severity 1 violation

Severity 2: 1,003

with 421 occurrences, was the most
common violation, accounting for 19% of
total violations

HS%& (OS] (

Severity 1
13%

Severity 2_/
87%

WMC



Violations Occurrence - PSMS
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*Graph depicts top 10 violations and percentage of PSMS ads affected by them

The top violation affected 9% of all premium
advertisements, driving the overall failure rate
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Failures by Aggregator - PSMS
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Mobile Messenger hosted the most compliance issues this month, accounting for
52% of total premium advertising failures

Atrinsic accounted for the fewest, with one failure
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Failures by Content Provider - PSMS
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*Graph depicts top content providers accounting for most PSMS failures

Mobile Messenger had the most failures in January, with 158, and it accounted for
14% of total premium advertising failures
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GLOBAL

CTIA - The Wireless Association’
December 2012
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Market Summary - PSMS

Interceptions Breakdown

Total interceptions: 2,887
Passed: 2,826

Failed: 61

Failed at Severity 1: 35

0%1123%4(0$"+-/  ( HSWE OS]

Fail
204 Severity 1 Severity 2
1% /1%

Pass
98%

98%
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Overall Fallures by Severity - PSMS

Findings

Severity 0: O
No Severity O violations were reported in
December 2012

H$%E& 0+, - (

Severity 1: 35

displayed in main offer 16 Severity 2
occurrences, was the most common 43% \
Severity 1 violation, accounting for 12%

of total violations

Severity 1
57%

Severity 2. 26

submit field frequency not
displayed adjacent to cell-submit

with 22 occurrences each, were the most
common Severity 2 violations

WMC



Violations Occurrence - PSMS

FGHB"I37J82:"-/:-;9-/05-;K=@.3"128A"GMN;"9309
B2-6-/0"<8-/9";-L3"988";A=..
C8"6.3=2"-/:-6=9-8/"81"<2-D=67"<8.-67
C8"A3/9-8/"9K=9"A3;;=03"=/:":=9="2=93;"A=7"=<<.7
C8"A3/9-8/"81"@-..-/0"A39K8:

E=-.523"98":-;<.=7"FGHB"137J82:

C8"65;98A32"6=23"68/9=69"-/182A=9-8/

C8"<28:569"82";32D-63":3;62-<9-8/":-;<.=73:"-/"A=-"81132

B2-6-/0"/89"-;<.=73:"=:>=63/9"98"63..?;5@A-9"1-3.

,-..-10"123453/67"/89":-;<.=73:"=:>=63/9"98"63..?;5@A-9"1-3.:

HEHE #$*& #$(& #$'& #$%& +$H#&
P-8.=9-8/"B3263/9=03; "

*Graph depicts top violations and percentage of PSMS advertisements affected by them

The top violations -

frequency not displayed adjacent to cell- affected 0.8% of all premium
advertisements




Failures by Aggregator - PSMS
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Mobile Messenger hosted the most compliance issues this month, accounting for
72% of total premium advertising failures

Cellfish accounted for the fewest, with one failure
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Failures by Content Provider - PSMS
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*Graph depicts top content providers accounting for most PSMS failures

Web Direct Media hosted 18 failures in December, accounting for 30% of total premium
advertising failures
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From:

To:

Sent: 10/16/2013 7:11:40 PM

Subject: RE: Temmination Notice for CP Anacapa
Thanks @

From: WIS [maiito @IS @ mobilemessenger.com]
Sent: Wednesday, October 16, 2013 1:55 PM
To:

Subject: RE: Termination Notice for CP Anacapa

Hi v
I've asked for this info and will get back to vou asap.

'Hﬁ iou!

Director of Audits and Compliance
MOBILEMESSENGER

T

www.mobilemessenger.com

Mobile Messenger is the leading Mobile Solutions Provider, supplying its partners with cutting-edge technology and services that
fadilitate the marketing, distribution, and monetization of digital content to mobile devices. We provide strong, secure, and trusted
connections to consumers, and offer comprehensive solutions supporting every step of your mobile business imitiative. From

m,memdmmmwmumrmmkﬂmam RO, Mobile
Messenger helps businesses build long-fasting, successful brands and mobﬂeca_w

From: GNP | aitto- Sl @att.com]
Sent: Wednesday, October 16, 2013 1:21 PM

To!
Ce:
Subject: RE: Termination Notice for CP Anacapa

I,

Can you or someone on your team please provide me with the Contact name, phone number and emai}
address for Anacapa?
AT&T is requirad to report this tc the CAPULC

CONFIDENTIAL AND PROPRIETARY AG-MM-COMM-057077



Best,

From: (IR aitto NN @ mobilemessenger.com]
Sent: Wednesday, October 16, 2013 12:44 PM
To:

Cc:
Subject: RE: Termination Notice for CP Anacapa

Thanks for the detailed info il

From: USRS | ito @M@ att.com]
Sent: Wednesday, October 16, 2013 6:10 AM

To:

Cc:

Subject: RE: Termination Notice for CP Anacapa
=

This is a situation where there is series of past issues that predicated this termination.

in November of 2012 we, and ‘peci:’icai!y, reviewed their request for PSMS onboarding to AT&T's
network., Anacapa did not pass our internal vetting process after the phone interview, and we rejacted
them from running PSMS campaigns. As such - rejected campaigns on SC's 54480 and 65815, but
failed to reject the campaign on SC 97841 which got certified and turned LIVE.

This SC has aiready been suspended twice for high refunds. In January for 23% and May for 15.45%.
They have had escalated complaints from customer care, and in fact we had drafted a termination
nctice back in May, which | failed to deliver. In reviewing our PSMS campaigns we found Anacapa had
received 20 Sev 1 audit failures since 10/23/2012, including 2 severity 1’s on SC 97841 in December
2012, which coincides with the ramp up of this SC. On June 18 Anacapa was cited for incentive /
stacked marketing on SC 65815.

Based on this history, the termination of this 5C and Anacapa as a CP stands.

Lead Marketing Manager- Maobile Commerce
ATET Mobility

ATE&T Proprietary {Internal Use Onty}
Not for use or disclosure outside the AT&T companies except
under written agreement

CONFIDENTIAL AND PROPRIETARY AG-MM-COMM-057078



From  UMERENRS | maitto: SRNENRENE © mobilemessenger.com]
Sent: Tuesday, October 15, 2013 4:38 PM
To:

Cc:
Subject: RE: Termination Notice for CP Anacapa
Importance: High

He! | oG

Can you provide the details of the audit on this code? This short code has not received a CTIA sinice
December 2012, and has net acquired new subscriptions in several months. Also, the refund rate is well
under the threshold.

| hope we can figure this out before the code is completed.
Thanks!
Senior Director of Compliance and Customer Care

MOBILEMESSENGER

From: (SNNEERN [rmaitto @D @att.com]

Sent: Tuesday, October 15, 2013 12:14 PM
To:_
75 B iR ke

Cc:
Subject: Termination Netice for CP Anacapa

Mobile Messenger,

This is to advise that we will terminate Short Code 97841 and the CP Anacapa. As a general matter, the
activity of this Short Code and CP does not comport with our requirements for use of our network and
access to our customers due excessive CTIA Sev 1 audit failures.

ATR&T will complete Short Code 97841 by changing its status to COMPLETE in CMS immediately. This
action will conclude all subscribers on their renewal date. We will review the traffic on this code. If we
see that there is no content being delivered we will go back and refund the entire subscriber base on
this Short Code.

Regards,

= | WMIC Global |AT&T Senior Account Manager

CONFIDENTIAL AND PROPRIETARY AG-MM-COMM-057079



http://www.wmcglobal.com

The information contained in this communication is proprietary and confidential and might be legally
privileged. It is intended solely for the use of the individual or entity to whom it is addressed and others
expressly authorized to receive it. If you are not the intended recipient, you are hereby (a) notified that
any disclosure, copying, distribution, or taking of any action with respect to the content of this
information is strictly prohibited and might be unlawful and (b) kindly requested to inform the sender
immediately and destroy any copies. WMC Global is neither liable for the proper and complete
transmission of the information contained in this communication nor for any delay in its receipt.

CONFIDENTIAL AND PROPRIETARY AG-MM-COMM-057080
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From: compliance&analytics

To: Duncan@mundomedia.com; jasonb@mundomedia.com;
angelo@mundomedia.com; jason@mundomedia.com;
araxie@mundomedia.com

CC: Jacob Leveton; Erdolo Eromo; Fraser Thompson
Sent: 7152011 7:41:47 PM

Subject: Notice: T-Mobile Refund Ratio Exceeded
Attachments: l0g0240x123.png

Dear Neolmage,

This alert is to notify you that the refund ratio for short codes listed below exceeded T-Mobile's 15%
threshold for the month of June 2011. As such T-Mobile will now charge $10 for each refund/Customer
Care Call in June 2011.

ShortCode | June Refund | June Revenue | June Refund Ratio
63746 $55,973.97 $110,849.04 50.50%
41933 $67,592.34 $154,595.25 43.72%
91097 $51,098.85 $133,086.78 38.40%
86358 $92,307.60 $255,444.30 36.14%
33999 $57,452.49 $222,966.81 25.77%
46965 $86,803.11 $376,353.27 23.06%
62131 $14,915.07 $75,784.14 15.68%
40684 $5,514.48 $32,627.34 16.80%
70438 $3,576.42 $21,987.99 16.27%

CONFIDENTIAL AND PROPRIETARY AG-MM-COMM-112226


Curtin, Peter

Curtin, Peter

Curtin, Peter

Curtin, Peter

Curtin, Peter

Curtin, Peter


53405

$679.32

$4,185.81

16.23%

25692

$21,338.64

$137,712.15

15.50%

If you have any questions please do not hesitate in contacting your account manager.

Thank you,

Mobile Messenger Compliance Team

Mobile Messenger is the leading Mobile Solutions Provider, supplyving its partners with cutting-edge technology
and services that facilitate the marketing, distribution, and monetization of digital content to mobile devices. We
provide strong, secure, and frusted connections to consumers, and offer comprehensive solutions supporting
every sfep of your mobile business initiative. From creative, content management, and messaging connections, to
payment processing and robust analysis that drive ROI, Mobile Messenger helps businesses build long-iasting,
successful brands and mobile campaigns.

CONFIDENTIAL AND PROPRIETARY

AG-MM-COMM-112227



From: Chris Goff

To: Jason Brenzel; 'Jeannie Cuacos'

Sent: 10/9/2012 10:10:34 PM

Subject: FW: Notice: AT&T Refund Ratio Exceeded
Attachments: 10g0240x123.png

Dear Neolmage,

This notice is to alert you that Refund Rate of the short codes listed below is over AT&T's established
18% Refund Rate Threshold.

__ Refunt _Revenue

$124,75 $219,580

$2,478 $4,755 52.1%
5100,949 $321,109 33.4%
$31,238 S103,367 30.2%
$28,953 $112,458 25.7%
$131,150 S522,357 25.1%
$31,014 5127,363 28.8%
$42,327 5181,668 23.3%
$49,410 5214,785 23.0%
$19,560 585,924 22.8%
$32,641 $178,182 18.3%

CONFIDENTIAL AND PROPRIETARY

AG-MM-COMM-585462


Curtin, Peter

Curtin, Peter


In accordance with AT&T's Refund Rate policy, all live campaigns for this short code will be sent to
AT&T's audit team for Priority Audit.

If you have any further questions or queries about the information contained in this notice or would like
further advice or information of the impact of these changes please do not hesitate in contacting your
account manager.

Thank you,

Mobile Messenger Team

Mobile Messenger is the leading Mobile Solutions Provider, supplying iis paritners with cutting-edge technoiogy
and services that facilitate the marketing, distribution, and monetization of digital content to mobile devices. We
provide strong, secure, and trusted connections to consumers, and offer comprehensive solutions supporting
svery step of your mobile business initiative. From creative, content management, and messaging connections, fo
payment processing and robust analysis that drive ROI, Mobile Messenger helps businesses build long-iasting,
successiul brands and mobile campaigns.

CONFIDENTIAL AND PROPRIETARY AG-MM-COMM-585463



From:

To:

CC:
Sent:

Subject:
Attachments:

compliance&analytics

Duncan@mundomedia.com; jasonb@mundomedia.com;
angelo@mundomedia.com; jason@mundomedia.com;
araxie@mundomedia.com

Jacob Leveton; Erdolo Eromo; Fraser Thompson
10/4/2011 1:08:38 AM

Notice: Sprint Refund Ratio Exceeded
l0g0240x123.png

Dear Neolmage,

This letter is to inform you that the short codes below have exceeded Sprint's refund rate policy.

As aresult, the following table displays the penalties for exceeding Sprint's refund rates.

0% - 7%: refund rate over 3 month average: applicable for incentives/bonus and normal payout
7.01% - 12%: no incentives & no penalties, normal payout
12.01% - 17%: 10% PENALTY ON THE AVERAGE MONTHLY RETAIL REVENUE IS FOR THE 3

MONTH PERIOD

Greater than 17.01%: 25% PENALTY ON THE AVERAGE MONTHLY RETAIL REVENUE IS FORTHE 3
MONTH PERIOD & RISK OF CODE TERMINATION

Short | yyne 2011 -- August 2011 | July 2011 - September | Refund
Code Revenue 2011 Refund Ratio
63453 $328,770.90 $94,643.40
30900 $7,052.94 $1,938.06

CONFIDENTIAL AND PROPRIETARY

AG-MM-COMM-024918


Curtin, Peter

Curtin, Peter

Curtin, Peter

Curtin, Peter

Curtin, Peter

Curtin, Peter


53405 $7,122.87 $1,758.24
83574 $19,860.12 $4,706.16
29937 $1,498,430.07 $352,950.29
85820 $21,218.76 $3,514.68
63746 $808,820.37 $133,870.65
56255 $159,859.98 $19,412.57
Thank you,

Mobile Messenger Team

Mobile Messenger is the leading Mobile Solutions Provider, supplying its partners with cutting-edge technoiogy
and services that facilitate the marketing, distribution, and monetization of digital content to mobile devices. We
provide strong, secure, and trusted connections to consumers, and offer comprehensive solutions supporting
every step of your mobile business initiative. From creative, content management, and messaging connections, to
payment processing and robust analysis that drive ROl Mobile Messenger helps businesses build long-lasting,

successful brands and mobile campaigns.

CONFIDENTIAL AND PROPRIETARY

AG-MM-COMM-024919



From: compliance&analytics

To: Duncan@mundomedia.com; jasonb@mundomedia.com;
angelo@mundomedia.com; jason@mundomedia.com;
araxie@mundomedia.com

CC: Jacob Leveton; Erdolo Eromo; Fraser Thompson
Sent: 6/7/2011 7:35:27 PM

Subject: Notice: Verizon Refund Ratio Exceeded - May 2011
Attachments: l0g0240x123.png

Dear Neolmage,

This notice is to alert you that the refund rate of the short codes listed below is over Verizon's expected
5% refund rate.

May Refund Rate

| May Revenue

$293,486.22 22.23%
56255 $66,063.87 | $410,808.78 16.08%
88922 $55,804.14 | $384,265.35 14.52%
85820 $46,783.17 | $504,634.86 9.27%
33999 $52,827.12 | $645,374.97 8.19%
69097 $55,184.76 | $832,916.25 £.63%

If you have any further questions or queries about the information contained in this notice or would like
further advice or information of the impact of these changes please do no hesitate in contacting your

account manager.

CONFIDENTIAL AND PROPRIETARY AG-MM-COMM-099369


Curtin, Peter

Curtin, Peter

Curtin, Peter

Curtin, Peter

Curtin, Peter

Curtin, Peter


Thank you,
Mobile Messenger Team

Mobile Messenger is the leading Mobile Solutions Provider, supplying its partners with cutting-edge technology
and services that facilifate the marketing, distribution, and monetization of digital content to mobile devices. We
provide strong, secure, and trusted connections to consumers, and offer comprehensive solutions supporting
every step of your mobile business initiative. From creative, content management, and messaging connections, {o
payment processing and robust analysis that drive ROI, Mobile Messenger helps businesses build fong-lasting,

successful brands and mobile campaigns.

CONFIDENTIAL AND PROPRIETARY AG-MM-COMM-099370



